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SPECIFICATION 
TITLE OF THE INVENTION 
PERSONAL AUTHENTICATION SYSTEM 
USING BIOMETRICS INFORMATION 

5 

BACKGROUND OF THE INVENTION 
1) Field of the Invention 

The present invention relates to a personal 
identification/authentication system using biometrics 
10 information (for example, fingerprint, voice, iris, retina, 
bloodvessel, palm configuration, and signature) to be captured 
as image data or biometrics information (for example, voice, 
keystroke and dynamic signature) constituting time series 
data. 

15 In the recent years, various types of apparatus have been 

developed to accomplish personal 

identification/authentication using biometrics information. 
In addition, such apparatus have increasingly been employed 
as a personal authentication system on a network. In a case 

20 in which this system is used as a person-concerned 
authentication system on a network, registered fingerprint 
data tend to be managed collectively (in a lump) in an apparatus 
called the "authentication server". For example, in the case 
of the confirmation of the person concerned using fingerprint, 

25 a client side equipped with a fingerprint inputting device 
extracts fingerprint characteristic (or peculiarity) 
information and transfers the characteristic information to 
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a server. The server side verifies the characteristic 
information to perform the processing such as access permission 
when confirming that the fingerprint pertains to the person 
concerned. 

5 In such a personal authentication system, taking into 

consideration a possibility of altering the specification of 
the fingerprint inputting device at maintenance or update of 
version, a desire exists for handling a plurality of types of 
fingerprint inputting devices (fingerprint scanners) . 

10 Simultaneously, it is desired that the update of version 

or the like of a data verifying system can smoothly be made 
without re-registering biometrics characteristic 
information. 

2) Description of the Related Art 

15 Since a conventional personal authentication apparatus 

using biometrics information, such as a fingerprint verifying 
apparatus, has been developed for use in standalone 
applications, that apparatus manufacturing companies 
(vendors) employ their peculiar standards or formats for 

20 fingerprint verif ication. For this reason, for example, 
difficulty has been encountered in accomplishing the interface 
among systems employing fingerprint verifying apparatus 
manufactured by different companies. 

In addition, the conventional personal authentication 

25 system depends greatly on a device for inputting biometrics 
information, and in the case of the fingerprint or the like, 
if the mode of reading in a scanner (biometrics information 
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inputting device) or the resolution of a fingerprint image to 
be read by a scanner varies, difficulty is experienced in using 
personal fingerprint characteristic data [data extracted from 
fingerprint image data (biometrics information) ] registered 
5 in advance for use in verification, which requires re- 
registration of all the fingerprint characteristic data using 
a new scanner. 

Still additionally, also in a case in which a change of 
verification mode (method) of biometrics information takes 
10 place, the data structure to be used varies accordingly, which 
also makes it difficult to use the personal fingerprint 
characteristic data registered in advance for use in the 
verification, which requires the re-registration of all the 
fingerprint characteristic data according to a method agreeing 
15 with a new verifying mode whenever the verifying mode changes ■ 
That is, in the conventional art, the biometrics 
information inputting device and the verification mode of the 
biometrics information are only in one-to-one relation, and 
the verification mode of the biometrics information and the 
20 biometrics characteristic data (data extracted from 
biometrics information) needed for that verification mode of 
the biometrics information are also in one-to-one 
correspondence. Accordingly, a change of the biometrics 
information inputting device or the verification mode of the 
25 biometrics information inhibits the use of the biometrics 
characteristic data extracted previously from the biometrics 
information and registered, and requires the re-registration 
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of all the fingerprint characteristic data. 

Referring here to FIGs. 34 and 35, a description will 
be given of a general configuration of a personal 
authentication system using biometrics information. FIG. 34 
5 is a block diagram showing a configuration of a personal 
authentication system for use in entrance/exit management, 
while FIG. 35 is a block diagram showing a configuration of 
a personal computer connected type personal authentication 
system. 

10 In FIG. 34, a personal authentication system 120 is for 

accomplishing personal identification/authentication through 
the use of fingerprint as biometrics information, and an 
electric lock control section 110 reads a personal fingerprint 
in the form of image data to, when fingerprint characteristic 

15 data (biometrics characteristic data) extracted from that 
image data matches fingerprint characteristic data registered 
in advance, unlock an electric lock (not shown) of a door 100 
so that the door 100 is openable. 

This personal authentication system 120 is made up of 

20 a control section 121, a fingerprint inputting section 122, 
a fingerprint image input control section 123, a fingerprint 
characteristic data extracting section 124, a fingerprint 
characteristic data registering section 125, a fingerprint 
characteristic data verifying section 126, a fingerprint 

25 verification result outputting section 127, and an ID number 
inputting section 128. 

The control section 121 is made to generally manage and 
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control the personal authentication system 120, the 
fingerprint inputting section 122 is made to acquire or collect 
a fingerprint as biometrics information in the form of image 
data, and the fingerprint image input control section 123 is 
5 designed to control the fingerprint capturing operation 
(inputting operation) of the fingerprint inputting section 
122. 

Furthermore, the fingerprint characteristic data 
extracting section 124 is for extracting fingerprint 

10 characteristic data from fingerprint image data captured 
through the fingerprint inputting section 122, the fingerprint 
characteristic data registering section 125 is for previously 
registering and retaining the registration fingerprint 
characteristic data extracted from the fingerprint image data, 

15 and the fingerprint characteristic data verifying section 12 6 
is for verifying that verification fingerprint characteristic 
data on a person forming a subject of verification, obtained 
by the fingerprint inputting section 122 and the fingerprint 
characteristic data extracting section 124, matches the 

20 registration fingerprint characteristic data registered and 
retained in advance in the fingerprint characteristic data 
registering section 125. 

Still furthermore, the fingerprint verification result 
outputting section 127 is for outputting the verification 

25 result from the fingerprint characteristic data verifying 
section 126 to the electric lock control section 110. If the 
verification result from the fingerprint verification result 
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outputting section 127 indicates the correspondence (or 
equality) , the electric lock control section 110 controls an 
electric lock of the door 100 into the unlatched condition. 
The ID number inputting section 128 is for inputting an ID 
5 number to the control section 121, for example, when the 
registration fingerprint characteristic data is registered in 
the fingerprint characteristic data verifying section 126 or 
when the data registered and retained in the fingerprint 
characteristic data verifying section 126 is altered/edited. 

10 With the above-mentioned configuration, the personal 

authentication system 120, shown in FIG. 34, can be put to use 
for the personal authentication at the opening of the door 100 
of a room in the entrance/exit management. When an 
entering/leaving person opens the door 100, the 

15 entering/leaving person makes the fingerprint inputting 
section 122 read his fingerprint so that the fingerprint is 
inputted to the personal authentication system 120 in the form 
of image data. The image data captured through the fingerprint 
inputting section 122 is inputted through the fingerprint image 

20 input control section 123 to the fingerprint characteristic 
data extracting section 124, where verification fingerprint* 
characteristic data is extracted from the fingerprint image 
data. In the fingerprint characteristic data verifying 
section 126, this verification fingerprint characteristic 

25 data is compared with the registration fingerprint 
characteristic data on the subject of verification 
(entering/leaving person) , previously registered and retained 
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in the fingerprint characteristic data registering section 125 . 
If these fingerprint characteristic data correspond, the 
fingerprint verification result outputting section 127 gives 
an unlatching instruction to the electric lock control section 
5 110 which in turn, unlatches an electric lock (not shown) of 
the door 100 so that the door 100 is openable. 

On the other hand, a personal authentication system 140, 
shown in FIG. 35, is designed to perform personal 
identification/authentication using a fingerprint as the 
10 biometrics in a condition connected to a personal computer 130 . 
The a personal authentication system 140 is made up of a control 
section 141, a fingerprint inputting section 142, a fingerprint 
image input control section 143, a fingerprint characteristic 
data extracting section 144, a fingerprint characteristic data 
15 registering section 145, a fingerprint characteristic data 
verifying section 14 6, a fingerprint verification result 
outputting section 147, and an I/O control section 148. 

In this configuration, the control section 141, the 
fingerprint inputting section 142, the fingerprint image input 
20 control section 143, the fingerprint characteristic data 
extracting section 144, the fingerprint characteristic data 
registering section 145, the fingerprint characteristic data 
verifying section 14 6 and the fingerprint verification result 
outputting section 147 correspond to the sections 121 to 127 
25 in the above-mentioned personal authentication system 120, 
respectively, and the detailed description thereof will be 
omitted for brevity. The I/O control section 148 functions 
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as an interface with respect to the personal computer 130 under 
the control of the control section 141 to send the fingerprint 
verification result, outputted from the fingerprint 
verification result outputting section 147, to the personal 
5 computer 130. 

With the aforesaid configuration, in the personal 
authentication system 140 shown in FIG. 35, a person being a 
subject of verification also can make the fingerprint inputting 
section 142 read his fingerprint so that the fingerprint is 

10 inputted as image data. The fingerprint image data captured 
through the fingerprint inputting section 142 is inputted 
through the fingerprint image input control section 143 to the 
fingerprint characteristic data extracting section 144, where 
verification fingerprint characteristic data is extracted 

15 from the fingerprint image data. In the fingerprint 
characteristic data verifying section 146, this verification 
fingerprint characteristic data is verified with the 
registration fingerprint characteristic data on the same 
subject person of verification, registered and retained in 

20 advance in the fingerprint characteristic data registering 
section 145. The fingerprint verification result is fed 
through the fingerprint verification result outputting 
section 147 and the I/O control section 148 to the personal 
computer 130. 

25 A description will be given hereinbelow of objects on 

the operation of a system employing a fingerprint-based 
personal authentication mode. At the initial use, a user 
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registers his/her own biometrics information (fingerprint 
image data) . At this time, a means to confirm the person 
himself /herself is necessary. Thus, in general, the 
registration of biometrics information is made in the presence 
5 of a super user having authority for management, alternatively 
the registration of biometrics information is done through the 
use of an expendable password issued first* In either case, 
the essential matter is the confirmation of correspondence 
between the registered biometrics information and the person 

10 himself /herself , and repetition of the biometrics information 
registering work causes very inconvenience, and even, as the 
number of times of re-registration increases, the probability 
of impersonation increases . In this case , the "impersonation" 
signifies that another person impersonates one specified 

15 person and registers his/her own fingerprint as the fingerprint 
of that specified person. 

Meanwhile, not only the performance of a fingerprint 
capturing device (fingerprint inputting device or fingerprint 
scanner) , including its size, has shown yearly improvement, 

20 but also the price thereof has shown a significant decrease. 
For the extension of the system introduced, it is preferable 
to employ a fingerprint capturing device low in cost and high 
in performance, whereas the conventional fingerprint 
verification system (personal authentication system) 

25 mentioned above depends greatly upon a device for inputting 
biometrics information, and difficulty has frequently been 
experienced in directly using the latest fingerprint capturing 
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device . 

In addition, the dependency of the system performance 
on specific hardware creases a problem in that the user side 
is required to secure the same devices while the system is in 
5 operation. 

More specifically, in the case of the fingerprint 
capturing device, the correspondence between the resolutions 
of the fingerprint images respectively producing the 
verification data and the registered data is of the essence, 

10 and a need exists in that that the relationship in brightness 
(light intensity) between ridges (crests) and troughs 
(valleys) of a fingerprint image, depending on the fingerprint 
capturing mode, does not vary between the verification data 
and the registered data. Although a police organization such 

15 as the FBI has its own standard for the collection of 
fingerprints, seldom does a commercial low-cost apparatus 
conform to this standard. 

Accordingly, if a fingerprint capturing device produced 
by a different device vendor is employed in update of system 

20 version or in system extension, then the re-registration of 
the fingerprints of all the users becomes essential as stated 
above. Likewise, a change of the verifying mode or the 
characteristic information for use in the verification leads 
to alterations in data structure to be used and, therefore, 

25 the re-registration of the fingerprints of all the users also 
becomes necessary as mentioned above. Such re-registration 
work involves the re-collection of the fingerprints of all the 
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users and costs extremely much labor, and even, can create a 
undesirable chance of a wrongful act such as the aforesaid 
impersonation . 

The above-mentioned objects also arise in the case of 
5 a combination of personal authentication techniques using a 
plurality of biometrics information such as fingerprint, voice, 
iris and face. 

SUMMARY OF THE INVENTION 

10 Accordingly, the present invention has been developed 

with a view to eliminating the above-mentioned problems, and 
it is therefore an object of the invention to provide a personal 
authentication system using biometrics information, capable 
of facilitating update of system version without requiring a 

15 user for re-registration of biometrics information 
irrespective of alterations of biometrics characteristic data 
being used at a change of biometrics information acquiring 
device, at a change of biometrics information acquiring mode, 
or at verification. 

20 For this purpose, in accordance with the invention, there 

is provided a personal authentication system using biometrics 
information, comprising a biometrics information inputting 
section having a function to acquire biometrics information, 
a biometrics information converting section for converting the 

25 biometrics information, acquired through the biometrics 
information inputting section, into a state to be acquired on 
a predetermined acquisition condition, and a biometrics 
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characteristic data extracting section for extracting 
biometrics characteristic data from the biometrics 
information obtained by the conversion in the biometrics 
information converting section. 
5 In this case, when the biometrics information inputting 

section is of a type capturing the biometrics information as 
image data, it is also appropriate that the biometrics 
information converting section converts the biometrics 
information, acquired through the biometrics information 

10 inputting section, into image data with a predetermined 
resolution included in the aforesaid predetermined 
acquisition condition, that the biometrics information 
converting section converts the biometrics information, 
acquired through the biometrics information inputting section, 

15 into image data with a predetermined resolution and 
predetermined numbers of pixels in vertical/horizontal 
directions, included in the aforesaid predetermined 
acquisition condition, or that the biometrics information 
converting section converts the biometrics information, 

20 acquired through the biometrics information inputting section, 
into image data with a predetermined image characteristic 
included in the aforesaid predetermined acquisition 
condition. 

In addition, if the biometrics information inputting 
25 section is made to acquire the biometrics information as time 
series data, it is also appropriate that the biometrics 
information converting section converts the biometrics 
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information, acquired through the biometrics information 
inputting section,, into time series data with a predetermined 
sampling period, included in the aforesaid predetermined 
acquisition condition. 
5 Still additionally, when the biometrics information 

inputting section is of a type acquiring fingerprint 
information as the biometrics information in the form of image 
data, it is also preferred that the biometrics information 
converting section converts the fingerprint information, 

10 acquired through the biometrics information inputting section, 
into image data with a predetermined relationship in brightness 
between ridge lines and trough lines, included in the aforesaid 
acquisition condition. In this case, it is also acceptable 
that a brightness relationship judging section is provided to 

15 judge a relationship in brightness between ridge lines and 
trough lines in the fingerprint information acquired through 
the biometrics information inputting section so that the 
biometrics information converting section conducts conversion 
processing of image data in accordance with the judgment of 

20 the brightness relationship judging section. 

Furthermore, in accordance with this invention, a 
personal authentication system comprises a biometrics 
information inputting section having a function to acquire 
biometrics information, a biometrics characteristic data 

25 extracting section for extracting biometrics characteristic 
data from the biometrics information acquired through the 
biometrics information inputting section, an acquisition 
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condition attaching section for attaching (or adding) , to the 
biometrics information to be inputted from the biometrics 
information inputting section to the biometrics 
characteristic data extracting section, an acquisition 
5 condition related to the biometrics information, and a 
biometrics information converting section for, before the 
extraction of the biometrics characteristic data from the 
biometrics information in the biometrics characteristic data 
extracting section, converting the biometrics information 

10 into a state to be acquired on a predetermined acquisition 
condition, in accordance with the acquisition condition 
attached to the biometrics information. 

In this case, when the biometrics information inputting 
section is made to capture the biometrics information as image 

15 data, it is also appropriate that the acquisition condition 
attaching section attaches a resolution as the acquisition 
condition to the biometrics information while the biometrics 
information converting section converts the biometrics 
information into image data with a predetermined resolution 

20 on the basis of the resolution attached to the biometrics 
information, or that the acquisition condition attaching 
section attaches a resolution and the numbers of pixels in 
vertical/horizontal directions, as the acquisition condition, 
to the biometrics information while the biometrics information 

25 converting section converts the biometrics information into 
image data with a predetermined resolution and predetermined 
numbers of pixels in vertical/horizontal directions, on the 
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basis of the resolution and the numbers of pixels in 
vertical/horizontal directions attached to the biometrics 
information. 

If the biometrics information inputting section is made 
5 to acquire the biometrics information as time series data, it 
is also appropriate that the acquisition condition attaching 
section attaches a sampling period as the acquisition condition 
to the biometrics information while the biometrics information 
converting section converts the biometrics information into 
10 time series data with a predetermined sampling period, on the 
basis of the sampling period attached to the biometrics 
information. 

If the biometrics information inputting section is made 
to acquire fingerprint information as the biometrics 

15 information in the form of image data, it is also preferred 
that the acquisition condition attaching section attaches, to 
the fingerprint information as the acquisition condition, a 
relationship in brightness between ridge lines and trough lines 
in the fingerprint information while the biometrics 

20 information converting section converts the fingerprint 
information into image data with a predetermined brightness 
relationship, on the basis of the brightness relationship 
attached to the fingerprint information. 

Still furthermore, in accordance with this invention, 

25 a personal authentication system comprises, in addition a 
biometrics information inputting section and a biometrics 
characteristic data extracting section similar to those stated 
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above, a biometrics characteristic data registering section 
for previously preserving registration biometrics 
characteristic data extracted from biometrics information, a 
biometrics characteristic data verifying section for 

5 verifying that verification biometrics characteristic data on 
a person forming a subject of verification, obtained through 
the biometrics information inputting section and the 
biometrics characteristic data extracting section, matches 
the registration biometrics characteristic data on the same 

10 verification person registered and preserved previously in the 
biometrics characteristic data registering section, an 
acquisition condition attaching section for attaching, to 
biometrics characteristic data to be inputted from the 
biometrics characteristic data extracting section to one of 

15 the biometrics characteristic data registering section and the 
biometrics characteristic data verifying section, an 
acquisition condition related to the biometrics information 
being an extraction source of that biometrics characteristic 
data, and a biometrics characteristic data converting section 

20 for, before verifying that verification biometrics 
characteristic data and the registration biometrics 
characteristic data in the biometrics characteristic data 
verifying section, converting at least one of the verification 
biometrics characteristic data and the registration 

25 biometrics characteristic data in accordance with the 
acquisition condition attached to the verification biometrics 
characteristic data and the registration biometrics 
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characteristic data to convert the verification biometrics 
characteristic data and the registration biometrics 
characteristic data into data to be obtained on the same 
acquisition condition „ 

5 Moreover, in accordance with this invention, a personal 

authentication system using biometrics information, comprises, 
in addition to a biometrics information inputting section, a 
biometrics characteristic data extracting section, a 
biometrics characteristic data registering section and a 

10 biometrics characteristic data verifying section similar to 
those mentioned above, a verification mode version attaching 
section for attaching, to biometrics characteristic data to 
be inputted from the biometrics characteristic data extracting 
section to one of the biometrics characteristic data 

15 registering section and the biometrics characteristic data 
verifying section, a version of verification mode related to 
that biometrics characteristic data, and a biometrics 
characteristic data converting section for, before verifying 
that verification biometrics characteristic data matches the 

20 registration biometrics characteristic data in the biometrics 
characteristic data verifying section, converting at least one 
of the verification biometrics characteristic data and the 
registration biometrics characteristic data on the basis of 
the version of the verification mode attached to the 

25 verification biometrics characteristic data and the 
registration characteiristic data to convert the verification 
biometrics characteristic data and the registration 
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biometrics characteristic data into data corresponding to the 
same version of verification mode. 

Still moreover, in accordance with this invention, a 
personal authentication system using biometrics information, 

5 comprises, in addition to a biometrics information inputting 
section, a biometrics characteristic data extracting section, 
a biometrics characteristic data registering section and a 
biometrics characteristic data verifying section similar to 
those mentioned above, a biometrics characteristic data 

10 converting section for, when a change of verification mode in 
the biometrics characteristic data verifying section takes 
place, converting collectively all the registration 
biometrics characteristic data, registered in the biometrics 
characteristic data registering section, into biometrics 

15 characteristic data corresponding to the verification mode 
after the change. 

Furthermore, in accordance with this invention, a 
personal authentication system using biometrics information, 
comprises, in addition to a biometrics information inputting 

20 section and a biometrics characteristic data extracting 
section similar to those mentioned above, a biometrics 
characteristic data registering section for previously 
preserving auxiliary biometrics characteristic data besides 
the biometrics characteristic data essential to the 

25 identification and authentication as registration biometrics 
characteristic data extracted from biometrics information, 
and a biometrics characteristic data restructuring section for, 
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when the kind of the biometrics characteristic data to be used 
for the identification and authentication is changed, 
restructuring new registration biometrics characteristic data 
according to the change through the use of the essential 
5 biometrics characteristic data and the auxiliary biometrics 
characteristic data . 

Still furthermore, in accordance with this invention, 
a personal authentication system comprises, in addition to a 
biometrics information inputting section and a biometrics 

10 characteristic data extracting section similar to those 
mentioned above, a biometrics characteristic data registering 
section for previously preserving registration biometrics 
characteristic data extracted from the biometrics information 
and the biometrics information being an extraction source of 

15 that registration biometrics characteristic data, and a 
biometrics characteristic data restructuring section for, 
when the kind of the biometrics characteristic data to be used 
for the identification and authentication is changed, 
extracting and restructuring new registration biometrics 

20 characteristic data from the biometrics information being the 
extraction source of the registration biometrics 
characteristic data according to the change. 

It is also appropriate that each of the personal 
authentication systems stated above includes a biometrics 

25 characteristic data verifying section made to handle a 
plurality of verification modes, and made to verify that 
verification biometrics characteristic data on a person 
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forming a subject of verification, obtained through the 
biometrics information inputting section and the biometrics 
characteristic data extracting section, matches registration 
biometrics characteristic data on the same subject person, 
5 previously registered and preserved in the biometrics 
characteristic data registering section, and a verification 
mode version attaching section for attaching, to biometrics 
characteristic data to be inputted from the biometrics 
characteristic data extracting section to one of the biometrics 

10 characteristic data registering section and the biometrics 
characteristic data verifying section, a verification mode 
version related to that biometrics characteristic data, 
wherein, when the verification mode versions respectively 
attached to the verification biometrics characteristic data 

15 and the registration biometrics characteristic data between 
which verification is made in the biometrics characteristic 
data verifying section does not agree with each other, the 
biometrics characteristic data restructuring section 
restructures one of the verification biometrics 

20 characteristic data and the registration biometrics 
characteristic data into biometrics characteristic data 
needed for a verification mode corresponding to the other 
verification mode version. 

In addition, in accordance with this invention, a 

25 personal authentication system comprises a verification mode 
version attaching section for attaching a verification mode 
version to biometrics characteristic data extracted from the 
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biometrics information, and a biometrics characteristic data 
verifying section for performing verification processing 
using the biometrics characteristic data in a verification mode 
corresponding to the verification mode version attached to the 
5 biometrics characteristic data. 

Still additional ly, in accordance with this invention, 
a personal authentication system using biometrics information 
comprises a biometrics information inputting section having 
a function to acquire biometrics information, a biometrics 

10 characteristic data extracting section for extracting 
biometrics characteristic data, to be needed in a plurality 
of verification modes, from the biometrics information 
acquired through the biometrics information inputting section, 
a biometrics characteristic data registering section for 

15 previously preserving registration biometrics characteristic 
data extracted from the biometrics information, a biometrics 
characteristic data verifying section made to handle the 
plurality of verification modes, for verifying that 
verification biometrics characteristic data on a person 

20 forming a subject of verification, obtained through the 
biometrics information inputting section and the biometrics 
characteristic data extracting section, matches the 
registration biometrics characteristic data on the same 
subject person, previously preserved in the biometrics 

25 characteristic data registering section, and a verification 
mode version attaching section for attaching, to registration 
biometrics characteristic data to be inputted from the 
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biometrics characteristic data extracting section to the 
biometrics characteristic data registering section, a 
verification mode version related to that registration 
biometrics characteristic data, wherein the biometrics 
characteristic data extracting section extracts, as the 
verification biometrics characteristic data, biometrics 
characteristic data to be needed in a verification mode 
corresponding to the verification mode version attached to the 
registration biometrics characteristic data, from the 
biometrics information acquired through the biometrics 
information inputting section. 

At this time, it is appropriate that the biometrics 
characteristic data verifying section verifies that the 
registration biometrics characteristic data matches the 
verification biometrics characteristic data extracted by the 
biometrics characteristic data extracting section, and when 
a verification result in the biometrics characteristic data 
verifying section shows a matching rate equal to or larger than 
a predetermined value and the verification mode version is 
older than a predetermined version, the biometrics 
characteristic data extracting section extracts biometrics 
characteristic data for the latest verification mode from the 
biometrics information so that the extracted biometrics 
characteristic data is re-registered as new registration 
biometrics characteristic data in the biometrics 
characteristic data registering section. 

Moreover, in accordance with this invention, a personal 
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authentication system using biometrics information comprises 
a biometrics information inputting section having a function 
to acquire biometrics information, a biometrics 
characteristic data extracting section for extracting 
biometrics characteristic data from the biometrics 
information acquired through the biometrics information 
inputting section, a biometrics characteristic data 
registering section for previously preserving registration 
biometrics characteristic data extracted from the biometrics 
information, a biometrics characteristic data verifying 
section made to handle a plurality of verification modes, for 
verifying that verification biometrics characteristic data on 
a person forming a subject of verification, obtained through 
the biometrics information inputting section and the 
biometrics characteristic data extracting section, matches 
the registration biometrics characteristic data on the same 
subject person, previously registered and preserved in the 
biometrics characteristic data registering section, and a 
verification mode version attaching section for attaching, to 
biometrics characteristic data to be inputted from the 
biometrics characteristic data extracting section to the 
biometrics characteristic data registering section and the 
biometrics characteristic data verifying section, a 
verification mode version related to that biometrics 
characteristic data, wherein the biometrics characteristic 
data extracting section extracts separately dependence data 
depending on a verification mode and common data common to any 



23 



verification mode without depending on a verification mode, 
while, when the verification mode version attached to the 
verification biometrics characteristic data does not match the 
verification mode version attached to the registration 

5 biometrics characteristic data, the biometrics characteristic 
data verifying section conducts the verification using the 
common data in these biometrics characteristic data. 

In addition, a personal authentication system using 
biometrics information according to this invention is 

10 constructed as a client-server type personal authentication 
system in which a client side extracts verification biometrics 
characteristic data from biometrics information on an 
individual while a server side verifies biometrics 
characteristic data verification for identification and 

15 authentication of the individual, the client side comprising 
a biometrics information inputting section having a function 
to acquire biometrics information, a biometrics 
characteristic data extracting section for extracting 
biometrics characteristic data, to be needed in a plurality 

20 of verification modes, from the biometrics information 
acquired through the biometrics information inputting section, 
and a verification mode version attaching section for attaching, 
to registration biometrics characteristic data to be sent from 
the biometrics characteristic data extracting section to the 

25 server side, a verification mode version related to that 
registration biometrics characteristic data, while the server 
side comprising an biometrics characteristic data registering 
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section for previously preserving the registration biometrics 
characteristic data from the client side together with the 
verification mode version, and a biometrics characteristic 
data verifying section made to handle a plurality of 
verification modes, for verifying that verification 
biometrics characteristic data on a person forming a subject 
of verification from the client side matches registration 
biometrics characteristic data on the same subject person 
previously preserved in the biometrics characteristic data 
registering section, wherein the verification mode version 
attached to the registration biometrics characteristic data 
is communicated from the server side to the biometrics 
characteristic data extracting section on the client side, and 
the biometrics characteristic data extracting section 
extracts biometrics characteristic data, to be needed in a 
verification mode corresponding to the verification mode 
version communicated from the server side, as the verification 
biometrics characteristic data from the biometrics 
information acquired through the biometrics information 
inputting section. 

r Still additionally, a personal authentication system 
using biometrics information according to this invention is 
constructed as a client-server type personal authentication 
system in which a client side extracts verification biometrics 
characteristic data from biometrics information on an 
individual while a server side verifies biometrics 
characteristic data verification for identification and 
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authentication of the individual, the client side comprising 
a biometrics information inputting section having a function 
to acquire biometrics information, a biometrics 
characteristic data extracting section for extracting 

5 biometrics characteristic data from the biometrics 
information acquired through the biometrics information 
inputting section, and an acquisition condition attaching 
section for attaching, to registration biometrics 
characteristic data to be sent from the biometrics 

10 characteristic data extracting section to the server side, an 
acquisition condition related to that registration biometrics 
characteristic data in the biometrics information inputting 
section, while the server side comprising an biometrics 
characteristic data registering section for previously 

15 preserving the registration biometrics characteristic data 
from the client side together with the acquisition condition, 
and an biometrics characteristic data verifying section for 
verifying that verification biometrics characteristic data on 
a person forming a subject of verification from the client side 

20 matches registration biometrics characteristic data on the 
same subject person previously preserved in the biometrics 
characteristic data registering section, wherein the 
acquisition condition attached to the registration biometrics 
characteristic data is communicated from the server side to 

25 the biometrics characteristic data extracting section on the 
client side, and the biometrics characteristic data extracting 
section extracts biometrics characteristic data under the 
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acquisition condition communicated from the server side, as 
the verification biometrics characteristic data from the 
biometrics information acquired through the biometrics 
information inputting section. 

5 The personal authentication systems thus constructed 

according to this invention can offer the following effects 
and advantages . 

(1) It is possible to eliminate the biometrics 
information reregistering work which has been carried on by 

10 users so far in conjunction with a change of biometrics 
information inputting device (biometrics information 
inputting section) , a change of biometrics information 
acquisition condition (resolution, image aspect, gradation, 
relationship in brightness between ridges and troughs, and 

15 others) or a change of biometrics characteristic data to be 
used at verification. Accordingly, not only the update of 
system version becomes easy, but also a chance of a wrongful 
act such as impersonation is eliminable, and even the system 
security ability (safety) is significantly improvable. 

20 (2) Biometrics information inputting devices employing 

different acquisition modes are usable in the same system, 
which considerably facilitates system extension. 

(3) A change of type of biometrics information 
inputting device becomes easy, which facilitates the 

25 employment of a new low-cost biometrics information inputting 
device at system enlargement to lead to a decrease in system 
cost . 
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(4) The re-registration of biometrics information by 
users involved in a change or update of version for verification 
mode biometrics characteristic data becomes unnecessary, 
which cuts maintenance cost. 
5 (5) The elimination of the re-registration work and the 

facilitation of the update of version of the verification mode 
facilitates the replacement with the advanced verification 
mode so that the user side can experience the latest 
authentication function at all times . 

10 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram showing a basic configuration 
of personal authentication systems (personal computer 
connected type fingerprint verifying apparatus) using 
15 biometrics information according to first and twelfth 
embodiments of the present invention; 

FIG. 2 is a block diagram showing a configuration of an 
essential part of a personal authentication system using 
biometrics information according to the first embodiment of 
20 the invention; 

FIG. 3 is a flow chart useful for explaining an operation 
of the personal authentication system according to the first 
embodiment; 

FIG. 4 is a block diagram showing a configuration of an 
25 essential part of a personal authentication system using 
biometrics information according to the second embodiment of 
the invention; 
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FIG. 5 is a flow chart useful for explaining an operation 
of the personal authentication system according to the second 
embodiment; 

FIG. 6 is a block diagram showing a configuration of an 
essential part of a personal authentication system using 
biometrics information according to the third embodiment of 
the invention; 

FIG, 7 is a flow chart useful for explaining an operation 
of the personal authentication system according to the third 
embodiment; 

FIG. 8 is a block diagram showing a configuration of an 
essential part of a personal authentication system using 
biometrics information according to the fourth embodiment of 
the invention; 

FIG. 9 is a flow chart useful for explaining an operation 
of the personal authentication system according to the fourth 
embodiment; 

FIG. 10 is a flow chart useful for explaining an operation 
of a modification of the personal authentication system 
according to the fourth embodiment; 

FIGs. 11A and 11B are illustrations of concrete examples 
of fingerprint; 

FIG. 12 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the fifth embodiment of 
the invention; 

FIG. 13 is a flow chart useful for explaining an operation 
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of the personal authentication system according to the fifth 
embodiment; 

FIG . 14 is a flow chart useful for explaining an operation 
of a modification of the personal authentication system 
according to the fifth embodiment; 

FIG, 15 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the sixth embodiment of 
the invention; 

FIGs. 16 and 17 are flow charts useful for explaining 
an operation of the personal authentication system according 
to the sixth embodiment; 

FIG. 18 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the seventh embodiment of 
the invention; 

FIGs. 19 and 20 are flow charts useful for explaining 
an operation of the personal authentication system according 
to the seventh embodiment; 

FIG. 21 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the eighth embodiment of 
the invention; 

FIG. 22 is a flow chart useful for explaining an operation 
of the personal authentication system according to the eighth 
embodiment; 

FIG. 23 is a block diagram showing a configuration of 
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an essential part of a personal authentication system using 
biometrics information according to the ninth embodiment of 
the invention; 

FIG, 24 is a flow chart useful for explaining an operation 
of the personal authentication system according to the ninth 
embodiment; 

FIG. 25 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the tenth embodiment of 
the invention; 

FIG. 26 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the eleventh embodiment 
of the invention; 

FIG. 27 is a flow chart useful for explaining an operation 
of the personal authentication system according to the eleventh 
embodiment; 

FIG. 28 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the twelfth embodiment of 
the invention; 

FIG. 29 is a flow chart useful for explaining an operation 
of the personal authentication system according to the twelfth 
embodiment; 

FIG. 30 is an illustration available for describing a 
structure of fingerprint characteristic data in the twelfth 
embodiment ; 
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FIG. 31 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to a thirteenth embodiment 
of the invention; 

FIG. 32 is a flow chart available for describing an 
operation of the personal authentication system according to 
the thirteenth embodiment; 

FIG. 33 is a flow chart available for describing an 
operation of a modification of the personal authentication 
system according to the thirteenth embodiment; 

FIG. 34 is a block diagram showing a common configuration 
of a personal authentication system (for entrance/exit 
management using biometrics information; and 

FIG. 35 is a block diagram showing a common configuration 
of a personal authentication system (personal computer 
connected type) using biometrics information. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Embodiments of the present invention will be described 
hereinbelow with reference to the drawings. 

An arrangement for interchange of information regarding 
inputting scanner specifications, registration/verification 
(collation) engine specifications and biometrics 
characteristic data specifications is required to cope with, 
for example, alteration of acquisition mode, resolution, image 
aspect ratio (ratio of numbers of pixels in vertical/horizontal 
directions) and gradation of a biometrics information 
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inputting section (fingerprint inputting scanner or the like) , 
or change of characteristic points to be extracted as 
biometrics characteristic data from acquired data 
(fingerprint image data or the like) , This arrangement will 

5 be described hereinbelow in detail as first to third 
embodiments. In each of these embodiments, let it be assumed 
that the biometrics information is fingerprint image data and 
a personal authentication is made on the basis of fingerprints . 

Fingerprint characteristic data includes the 

10 coordinates of branch points (characteristic points) , end 
points (characteristic points) and intersections of ridge 
lines of a fingerprint if central coordinates of a fingerprint, 
delta coordinates of a fingerprint, directions of ridge lines 
of a fingerprint, distances between characteristic points, 

15 number of ridge lines between fingerprint characteristic 
points, and others, most of which are represented by 
coordinates. Accordingly, the fingerprint characteristic 
data undergoes large influence of the resolution of a 
fingerprint image acquired through a scanner. 

20 Furthermore, in the following description of 

embodiments, for convenience only, as examples, a personal 
authentication is made in a manner that fingerprint image data 
is acquired as biometrics information. However, it is also 
appropriate to acquire and use image data on iris, face, retina, 

25 blood vessel, palm configuration, signature, or the like as 
biometrics information, or to acquire and use time series data 
such as voice, keystroke or dynamic signature. 
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[0] Description of Basic Configuration of Personal 
Authentication System 

First of all, referring to FIG. 1, a description will 
be given hereinbelow of a basic configuration of personal 
5 authentication systems (personal computer connected type 
fingerprint verifying apparatus) using biometrics information 
according to first to twelfth embodiments of the present 
invention. FIG. 1 is a block diagram thereof, and as shown 
in FIG. 1, a personal authentication system 10 using biometrics 
10 information according to the embodiments is a personal computer 
connected type fingerprint verifying apparatus in which a 
fingerprint inputting device (fingerprint scanner) 20 forming 
a biometrics information inputting device is connected to a 
personal computer 30. 
15 The fingerprint inputting device 20 internally includes 

a control section 21, a fingerprint inputting section 22, a 
fingerprint image input control section 23 and an I/O control 
section 24, while the personal computer 30 functions as a 
fingerprint characteristic data extracting section 31, a 
20 fingerprint characteristic data registering section 32, a 
fingerprint characteristic data verifying section 33 and a 
fingerprint verification result outputting section 34. 

In the fingerprint inputting device 20, the control 
section 21 is for managing and controlling the fingerprint 
25 inputting device 2 0 as a whole, and the fingerprint inputting 
section (biometrics information inputting section) 22 is for 
acquiring a fingerprint as biometrics information in the form 
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of image data. Additionally, the fingerprint image input 
control section 23 is for controlling the acquisition operation 
(inputting operation) of a fingerprint in the fingerprint 
inputting section 22, or for making a decision on capturing 

5 image data, while the I/O control section 24 acts as an 
interface with the personal computer 30 under the control of 
the control section 21, and fulfills a function to send 
fingerprint image data, acquired through the fingerprint 
inputting section 22 and the fingerprint image input control 

10 section 23, to the personal computer 30. 

Furthermore, in the personal computer 30, the 
fingerprint characteristic data extracting section 
(biometrics characteristic data extracting section) 31 is for 
extracting fingerprint characteristic data from fingerprint 

15 image data sent from the fingerprint inputting device 20, and 
the fingerprint characteristic data registering section 
(biometrics characteristic data registering section) 32 is for 
previously registering and preserving registration 
fingerprint characteristic data extracted from the 

20 fingerprint image data. Additionally, the fingerprint 
characteristic data verifying section (biometrics 
characteristic data verifying section) 33 is for verifying that 
verification fingerprint characteristic data (fingerprint 
characteristic data for verification) on a person being a 

25 subject of verification, extracted through the fingerprint 
characteristic data extracting section 31, matches 
registration fingerprint characteristic data on the same 



subject person, previously registered and preserved in the 
fingerprint characteristic data registering section 32. 
Still additionally, the fingerprint verification result 
outputting section 34 is for outputting a verification result 
in the fingerprint characteristic data verifying section 33. 

The personal authentication system according to the 
present invention can also be constructed as a client-server 
type as well as a thirteenth embodiment which will be described 
later with reference to FIG. 31. In a personal authentication 
system 50 shown in FIG. 31, a client 60 and a server 70 are 
connected through a communication section 71 as will be 
mentioned later . Additionally, the client 60 side is equipped 
with a fingerprint inputting section 22, a fingerprint image 
input control section 23, a fingerprint characteristic data 
extracting section 31A (31) and a communication section 61, 
and verification fingerprint characteristic data is extracted 
from fingerprint image data and the extracted verification 
fingerprint characteristic data is transmitted through the 
communication section 61 to the server 70. Meanwhile, the 
server 70 side is provided with a fingerprint characteristic 
data registering section 32, a fingerprint characteristic data 
verifying section 33A (33) and a communication section 71, thus 
conducting verification processing with the verification 
fingerprint characteristic data received through the 
communication section 71. Incidentally, it is also preferred 
that the client 60 side performs the fingerprint characteristic 
data verification while the server 70 side only preserves 
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registration fingerprint characteristic data. 

Such a client-server type personal authentication 
system is employed in only the thirteenth, while the first to 
twelfth embodiments employ a personal computer connected type 

5 fingerprint verifying apparatus described above with 
reference to FIG. 1. However, the personal authentication 
systems according to the first to twelfth embodiments can also 
be of a client-server type shown in FIG. 31. 
[1] Description of First Embodiment 

10 FIG . 2 is a block diagram showing a configuration of an 

essential part of a personal authentication system using 
biometrics information according to the first embodiment of 
the present invention. In FIG. 2, the same reference numerals 
as those used above designate the same or substantially same 

15 parts, and the detailed description thereof will be omitted 
for brevity. Additionally, the control section 21, the I/O 
control section 24 and the fingerprint verification result 
outputting section 34 shown in FIG. 1 are omitted from the 
illustration of FIG. 2. 

20 As FIG. 2 shows, the fingerprint image input control 

section 23 of the personal authentication system according to 
the first embodiment is equipped with a fingerprint image 
resolution converting section (biometrics information 
converting section) 231. This fingerprint image resolution 

25 converting section 231 is made to convert fingerprint image 
data acquired through the fingerprint inputting section 22 into 
a state acquired at a predetermined resolution (predetermined 
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acquisition condition) , that is, image data with a 
predetermined resolution. The fingerprint characteristic 
data extracting section 31 extracts fingerprint 
characteristic data from the image data after the conversion 

5 by the fingerprint image resolution converting section 231. 

Secondly, an operation of the personal authentication 
system according to the first embodiment will be described 
hereinbelow with reference to a flow chart of FIG. 3. 

First of all, the fingerprint image input control section 

10 23 reads resolution specification information in the 
fingerprint inputting section 22 (step Sll) and subsequently 
controls the fingerprint inputting section 22 to acquire 
fingerprint image data therefrom (step S12) . 

The fingerprint image resolution converting section 231 

15 of the fingerprint image input control section 23 converts the 
acquired fingerprint image data into image data with a 
predetermined resolution (step S13) and inputs it to the 
fingerprint characteristic data extracting section 31 (step 
S14), with the fingerprint characteristic data extracting 

20 section 31 extracting fingerprint characteristic data from the 
image data (step S15) , 

In this way, fingerprint data with a constant resolution 
is inputted to the fingerprint characteristic data extracting 
section 31 at all times, and even if a change of resolution 

25 specifications of the fingerprint inputting section 22 takes 
place, it is possible to forward a fingerprint image with a 
constant resolution to the fingerprint characteristic data 
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extracting section 31. Accordingly, the fingerprint 
characteristic data extracted by the fingerprint 
characteristic data extracting section 31 does not depend upon 
the resolution specifications of the fingerprint inputting 

5 section 22, and even if a fingerprint inputting section 22 
having a different resolution is put to use, this produces 
interchangeability in verification. 

As mentioned above, in the personal authentication 
system according to the first embodiment, since the resolution 

10 of the fingerprint image data to be inputted to the fingerprint 
characteristic data extracting section 31 assumes a 
predetermined value at all times, not only the registration 
fingerprint characteristic data (registration biometrics 
characteristic data) to be previously registered and preserved 

15 in the fingerprint characteristic data registering section 32 
but also the verification fingerprint characteristic data 
(fingerprint characteristic data for verification biometrics 
characteristic data) to be supplied to the fingerprint 
characteristic data verifying section 33 are extracted from 

20 image data with the same resolution. Accordingly, even if a 
change of resolution of the fingerprint inputting section 
(fingerprint inputting device 20) takes place, there is no need 
to make a request for fingerprint (biometrics information) 
re-registration work to a user so that easy update of system 

25 version is feasible. 

Incidentally, although, in the first embodiment, 
fingerprint image data is acquired and used as biometrics 
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information, it is also possible to acquire and use time series 
data such as voice, keystroke or dynamic signature. In this 
case, instead of the fingerprint inputting section 22, a 
biometrics information inputting section is provided to obtain 

5 the time series data as biometrics information. Additionally, 
since the sampling period (sampling frequency) of the time 
series data corresponds to the resolution of image data, in 
place of the fingerprint image resolution converting section 
231, a biometrics information converting section is provided 

10 to convert the acquired time series data into time series data 
with a predetermined sampling period. 
[2] Description of Second Embodiment 

FIG. 4 is a block diagram showing a configuration of an 
essential part of a personal authentication system using 

15 biometrics information according to the second embodiment of 
the present invention. In FIG. 4, the same reference numerals 
as those used above designate the same or substantially same 
parts, and the detailed description thereof will be omitted 
for brevity. In addition, the control section 21, the I/O 

20 control section 24 and the fingerprint verification result 
outputting section 34 shown in FIG. 1 are omitted from the 
illustration . 

As FIG. 4 shows, a fingerprint image input control 
section of the personal authentication system according to the 
25 second embodiment includes a fingerprint image resolution 
converting section (biometrics information converting 
section) 231 and a fingerprint image size setting section 
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(biometrics information converting section) 232. The 
fingerprint image resolution converting section 231 is for 
converting fingerprint image data acquired through a 
fingerprint inputting section 22 into a state acquired at a 
5 predetermined resolution (predetermined acquisition , 
condition), that is, image data with a predetermined resolution, 
while the fingerprint image size setting section 232 is for 
converting fingerprint image data acquired through the 
fingerprint inputting section 22 into image data with 

10 predetermined numbers of pixels in vertical/horizontal 
directions (Y direction/X direction) (or an aspect ratio; a 
predetermined acquisition condition) and for setting that 
image data. That is, in the second embodiment, the fingerprint 
image resolution converting section 231 and the fingerprint 

15 image size setting section 232 are designed to convert 
fingerprint image data into image data always having a 
predetermined resolution and predetermined numbers of pixels 
in vertical direction/horizontal direction. In addition, in 
the second embodiment, the fingerprint characteristic data 

20 extracting section 31 extracts fingerprint characteristic 
data from the image data undergoing the aforesaid conversion 
in the fingerprint image input control section 23, 

Secondly, referring to a flow chart of FIG. 5, a 
description will be given hereinbelow of an operation of the 

25 authentication system according to the second embodiment. 

First, as in the case of the first embodiment, the 
fingerprint image input control section 23 reads resolution 
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specification information from the fingerprint inputting 
section 22 (step Sll), and controls the fingerprint inputting 
section 22 to acquire fingerprint image data (step S12) . 

The finger print image resolution converting section 231 

5 of the fingerprint image input control section 23 converts the 
fingerprint image data acquired into image data with a 
predetermined resolution, and the fingerprint image size 
setting section 232 converts it into image data with 
predetermined numbers of pixels in vertical/horizontal 

10 directions (aspect ratio) (step S131) , and then puts the 
converted image data in the fingerprint characteristic data 
extracting section 31 (step S14) where fingerprint 
characteristic data is extracted from the image data (step 
S15) . 

15 In this way, fingerprint image data with a constant 

resolution and constant numbers of pixels in 
vertical/horizontal directions is always inputted to the 
fingerprint characteristic data extracting section 31, and 
even if the specifications of the fingerprint inputting section 

20 22 on the resolution or aspect ratio undergo a change, a 
fingerprint image according to constant specifications can be 
sent to the fingerprint characteristic data extracting section 
31. Accordingly, the fingerprint characteristic data 
extracted in the fingerprint characteristic data extracting 

25 section 31 does not depend upon the specifications regarding 
the resolution and aspect ratio of the fingerprint inputting 
section 22, and even if a fingerprint inputting section 22 
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having a different resolution/aspect ratio is put to use, this 
provides the interchangeability in verification. 

As stated above, in the personal authentication system 
according to the second embodiment, since the fingerprint image 

5 data to be inputted to the fingerprint characteristic data 
extracting section 31 is not only converted into a 
predetermined resolution at all times but also converted 
through the fingerprint image size setting section 232 into 
a predetermined size, the result is that both the registration 

10 fingerprint characteristic data (registration biometrics 
characteristic data) to be previously registered and preserved 
in the fingerprint characteristic data registering section 32 
and verification fingerprint characteristic data 
(verification biometrics characteristic data) to be supplied 

15 to the fingerprint characteristic data verifying section 33 
are extracted from image data of the same resolution and the 
same size. Accordingly, even if a change of specifications 
of the fingerprint inputting section 22 (fingerprint inputting 
device 20) regarding the resolution and aspect ratio takes 

20 place, there is no need to request for fingerprint (biometrics 
information) re-registration work to a user, which facilitates 
update of system version. 

Also in the second embodiment, although fingerprint 
image data is acquired and used as biometrics information, it 

25 is also possible to acquire and use time series data such as 
voice, keystroke or dynamic signature. In this case, as 
mentioned above, the sampling period (sampling frequency) of 
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the time series data corresponds to the resolution of the image 
data, while the acquisition time (measurement time length) of 
the time series data corresponds to the image size of the image 
data. 

5 [3] Description of Third Embodiment 

FIG. 6 is a block diagram showing a configuration of an 
essential part of a personal authentication system using 
biometrics information according to the third embodiment of 
the present invention. In FIG. 6, the same reference numerals 

10 as those used above designate the same or substantially same 
parts, and the detailed description thereof will be omitted 
for brevity. In addition, the control section 21, the I/O 
control section 24 and the fingerprint verification result 
outputting section 34 shown in FIG. 1 are omitted from the 

15 illustration. 

As FIG. 6 shows, a fingerprint image input control 
section 23 of the personal authentication system according to 
the third embodiment includes a fingerprint image converting 
section (biometrics information converting section) 233. 

20 This fingerprint image converting section 233 is made to 
convert fingerprint image data, acquired through a fingerprint 
inputting section 22, into image data with a predetermined 
image property (for example, an image gradation or an image 
gain coefficient; a predetermined acquisition condition) . As 

25 this fingerprint image converting section 233 is used an image 
preprocessor (image preparation section) contained in a 
fingerprint inputting device 20. Additionally, a fingerprint 
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characteristic data extracting section 31 in the third 
embodiment is made to extract fingerprint characteristic data 
from image data undergoing conversion by the fingerprint image 
converting section 233. 
5 Secondly, referring to a flow chart of FIG. 7, a 

description will be given hereinbelow of an operation of the 
personal authentication system according to the third 
embodiment - 

First, the fingerprint image input control section 23 
10 reads information on specifications of the fingerprint 
inputting section 22 (step S21) , and subsequently controls the 
fingerprint inputting section 22 to acquire fingerprint image 
data (step S22) . 

The fingerprint image converting section 233 of the 
15 fingerprint image input control section 23 converts the 
acquired fingerprint image data into image data with a 
predetermined image property (an image gradation and a gain 
condition) on the basis of the information on the 
specifications of the fingerprint inputting section 22 (step 
20 S23) , and then puts it in the fingerprint characteristic data 
extracting section 31 (step S24), where fingerprint 
characteristic data is extracted from the image data (step 
S25) . 

In this way, since fingerprint image data with a constant 
25 image property is inputted to the fingerprint characteristic 
data extracting section 31 at all times, even if a change of 
specifications of the fingerprint inputting section 22 related 
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to the image properties takes place, it is possible to forward 
a fingerprint image with a constant image property to the 
fingerprint characteristic data extracting section 31. 
Accordingly, since the fingerprint characteristic data 
extracted in the fingerprint characteristic data extracting 
section 31 does not depend upon the specifications of the 
fingerprint inputting section 22 related to the image 
properties, even if a fingerprint inputting section 22 having 
a different image property is put to use, the 
interchangeability in verification is obtainable. 

As stated above, in the personal authentication system 
according to the third embodiment, since the image gradation 
or image gain coefficient of the fingerprint image data to be 
inputted to the fingerprint characteristic data extracting 
section 31 always assumes a predetermined value, the result 
is that both the registration fingerprint characteristic data 
(registration biometrics characteristic data) to be 
previously registered and preserved in the fingerprint 
characteristic data registering section 32 and verification 
fingerprint characteristic data (verification biometrics 
characteristic data) to be supplied to the fingerprint 
characteristic data verifying section 33 are extracted from 
image data of the same resolution and the same size. 

Accordingly, even if a change of specifications of the 
fingerprint inputting section 22 regarding the image property 
(for example, image data acquisition mode) takes place, there 
is no need to request for fingerprint (biometrics information) 
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re-registration work to a user, which facilitates update of 
system version. More specifically, with the personal 
authentication system according to the third embodiment of the 
present invention, the verification decision on an fingerprint 
image captured according to an optical method and a fingerprint 
image captured according to a capacitance method can be made 
through the use of the same system. 
[4] Description of Fourth Embodiment 

FIG. 8 is a block diagram showing a configuration of an 
essential part of a personal authentication system using 
biometrics information according to the fourth embodiment of 
the present invention. In FIG. 8, the same reference numerals 
as those used above designate the same or substantially same 
parts, and the detailed description thereof will be omitted 
for simplicity. Likewise, the control section 21, the I/O 
control section 24 and the fingerprint verification result 
outputting section 34 are omitted from the illustration of FIG. 
8. 

As FIG. 8 shows, a fingerprint image input control 
section 23 of the personal authentication system according to 
the fourth embodiment incorporates a fingerprint image 
ridge/trough luminance converting section (biometrics 
information converting section) 234. This fingerprint image 
ridge/trough luminance converting section 234 is for 
converting fingerprint image data captured through a 
fingerprint inputting section 22 into image data with a 
predetermined ridge- trough brightness relationship 
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(relationship in luminance; for example, light indicates ridge 
lines while darkness indicates trough lines, or darkness 
indicates ridge lines while light indicates trough lines) . 
Additionally, a fingerprint characteristic data extracting 
5 section 31 in the fourth embodiment extracts fingerprint 
characteristic data from the image data undergoing the 
conversion by the fingerprint image ridge/trough luminance 
converting section 234. 

A description of this fourth embodiment relates to an 
10 example peculiar to a fingerprint image. As fingerprint 
acquisition methods, there have been known various modes, such 
as a prism mode (exemplified by Japanese Patent Laid-Open No. 
SHO 63-228271) in which darkness indicates fingerprint ridge 
lines while light indicates fingerprint trough lines, a prism 
15 mode (exemplified by Japanese Patent Laid-Open No. SHO 58- 
144280) in which light indicates fingerprint ridge lines while 
darkness indicates fingerprint trough lines, a parallel 
flat-plate mode (exemplified by Japanese Patent Laid-Open No. 
HEI 1-321576) in which light indicates fingerprint ridge lines 
20 while darkness indicates fingerprint trough lines, a mode of 
detecting irregularities of a fingerprint by means of 
capacitance and a mode of detecting irregularities of a 
fingerprint using an ultrasonic wave. Thus, the brightness 
relationship (relationship in luminance) between ridge lines 
25 (high) and trough lines in a fingerprint image captured through 
the fingerprint inputting section 22 varies with a fingerprint 
image acquiring device of each maker. FIG. 11A shows a 
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concrete example of a fingerprint image in which light 
represents ridge lines (crests) while darkness represents 
trough lines, and FIG. 11B illustrates a concrete example of 
a fingerprint image in which darkness represents ridge lines 
(crests) while light represents trough lines. 

For the fingerprint verification, a common way is using 
fingerprint characteristic points on ridge lines, and in a case 
in which the luminance relationship inverts, there is a 
possibility of detecting trough-line characteristic points in 
a fingerprint image. 

For this reason, for putting a fingerprint verifying 
system into operation under environments in which there exist 
various fingerprint image acquiring devices (fingerprint 
inputting sections 22) provided by makers, there is a need to 
understand certainly the relationship in luminance between 
fingerprint ridge lines and fingerprint trough lines. 
Accordingly, as in this embodiment, if a fingerprint image is 
made to be sent from the fingerprint image input control section 
23 to the fingerprint characteristic data extracting section 
31 in a predetermined luminance relationship, the foregoing 
problems are preventable. 

Secondly, with reference to a flow chart of FIG. 9, a 
description will be given hereinbelow of an operation of the 
personal authentication system according to the fourth 
embodiment . 

First, the fingerprint image input control section 23 
reads information on specifications of the fingerprint 



49 



inputting section 22 (step S21) , and subsequently controls the 
fingerprint inputting section 22 to acquire fingerprint image 
data (step S22) . 

The fingerprint image ridge/trough luminance converting 

5 section 234 of the fingerprint image input control section 23 
converts, on the basis of the information on specifications 
of the fingerprint inputting section 22, the acquired 
fingerprint image data into image data involving a 
predetermined ridge-trough brightness relationship (step 

10 S231) , and then puts it in the fingerprint characteristic data 
extracting section 31 (step S24) , where fingerprint 
characteristic data is extracted from the image data (step 
S25) . 

In this way, since fingerprint image data with a constant 
15 relationship in brightness between ridge lines and trough lines 
is inputted to the fingerprint characteristic data extracting 
section 31, even if a change of the specifications (fingerprint 
image acquiring device itself) of the fingerprint inputting 
section 22 takes place, a fingerprint image showing a constant 
20 brightness relationship can be fed to the fingerprint 
characteristic data extracting section 31. Accordingly, the 
fingerprint characteristic data extracted in the fingerprint 
characteristic data extracting section 31 does not depend upon 
the specifications of the fingerprint inputting section 22 or 
25 makers, which provides the interchangeability in verification 
also in the case of using a fingerprint inputting section 22 
of different specifications/makers. 
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As described above, in the personal authentication 
system according to the fourth embodiment, since the ridge 
lines /trough lines in a fingerprint image to be inputted to 
the fingerprint characteristic data extracting section 31 show 
a predetermined brightness relationship at all times, it is 
possible to prevent certainly the detection of trough line 
characteristic points in a fingerprint image in error, and even 
if a change of specification/maker of the fingerprint inputting 
section 22 takes place, a need for re-registration work of 
fingerprints (biometrics information) to users does not exist, 
which facilitates update of system version. 

In the above-described fourth embodiment, although the 
fingerprint image input control section 23 reads the 
information about the specifications of the fingerprint 
inputting section 22 and makes a decision on the ridge-trough 
brightness relationship in a fingerprint image captured 
through the fingerprint inputting section 22, it is also 
appropriate that the fingerprint image input control section 
23 has a function of a brightness relationship deciding section 
to make a decision on the ridge-trough brightness relationship 
in the fingerprint image captured through the fingerprint 
inputting section 22 and the fingerprint image ridge/trough 
luminance converting section 234 performs image data 
conversion in accordance with the decision result of the 
brightness relationship deciding section. At this time, 
concretely, the brightness relationship deciding section 
measures the difference in luminance between an image captured 
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when a finger is not placed on a fingerprint inputting surface 
and an image captured when a finger is placed on the fingerprint 
inputting surface, and makes a decision on the luminance 
relationship between ridge lines and trough lines. 
5 With reference to a flow chart of FIG. 10, a description 

will be given hereinbelow of an operation of a personal 
authentication system incorporating such a brightness 
relationship deciding section. In FIG. 10, a predetermined 
brightness relationship is shown such that light denotes ridge 
10 lines while darkness denotes trough lines. 

First, the fingerprint image input control section 23 
acquires an image when a ginger is not placed on the fingerprint 
inputting surface of the fingerprint inputting section 22 (step 
S31) and controls the fingerprint inputting section 22 to 
15 acquire image data on a fingerprint (step S32) . 

Furthermore, the fingerprint image input control 
section 23 makes a comparison in luminance between both the 
images acquired in the steps S31 and S32 (step S33) , and when 
the fingerprint image acquired in the step S32 has more light 
20 pixels (YES route from step S34), makes a decision that, in 
the fingerprint image, ridge lines are light while trough lines 
are dark (step S35), and further puts that fingerprint image 
directly in the fingerprint characteristic data extracting 
section 31 (step S36) which in turn, extracts fingerprint 
25 characteristic data from the image data. 

On the other hand, when the image acquired in the step 
S31 has more light pixels (NO route from step S34), the 
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fingerprint image input control section 23 makes a decision 
that, in the fingerprint image, the ricige lines are dark while 
trough lines are light (step S37), and inversely converts the 
brightness relationship (luminance relationship) in that 
fingerprint image through the use of the fingerprint image 
ridge/trough luminance converting section 234 (step S38) , and 
further puts the fingerprint image in the fingerprint 
characteristic data extracting section 31 (step S39) which in 
turn, extracts fingerprint characteristic data from the image 
data - 

Also in this case, the effects similar to those of the 
above-described fourth embodiment are obtainable. 

Incidentally, in the example shown in FIG. 10, although 
the conversion of the fingerprint image is made so that light 
indicates ridge lines while darkness indicates trough lines, 
naturally the brightness relationship can also be set 
reversely. 

[5] Description of Fifth Embodiment 

FIG. 12 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the fifth embodiment of 
the present invention. In FIG. 12, the same reference numerals 
as those used above designate the same or almost same parts, 
and the detailed description thereof will be omitted for 
simplicity. Likewise, the control section 21, the I/O control 
section 24 and the fingerprint verification result outputting 
section 34 are omitted from the illustration of FIG. 12. 
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The personal authentication system according to the 
fifth embodiment is characterized in that an image acquisition 
condition is attached to a fingerprint image when that 
fingerprint image is sent to a fingerprint characteristic data 
extracting section 31, instead of the resolutions or sizes of 
fingerprint images being set to each other in the fingerprint 
image input control section 23 before the transmission of the 
fingerprint images to the fingerprint characteristic data 
extracting section 31 as in the case of the first and second 
embodiments. In this case, the image acquisition condition 
involves, for example, resolution, , gradient, number of 
vertical/horizontal pixels (image size, aspect ratio) or image 
gain characteristic. This image acquisition condition is 
selected properly according to the verification mode. 
Additionally, in the fifth embodiment, the fingerprint 
characteristic data extracting section 31 internally conducts 
an image conversion of an inputted fingerprint image in 
accordance with the acquisition condition attached thereto and 
starts the characteristic extraction under a predetermined 
image condition made . 

Therefore, as FIG. 12 shows, a fingerprint image input 
control section 23 of the personal authentication system 
according to the fifth embodiment is equipped with a 
fingerprint image acquisition condition attaching section 
(acquisition condition attaching section) 235. This 
fingerprint image acquisition condition attaching section 235 
is for attaching or affixing, to a fingerprint image captured 
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through a fingerprint inputting section 22 and to be inputted 
to the fingerprint characteristic data extracting section 31, 
an image acquisition condition (in this embodiment, resolution 
and numbers of vertical/horizontal pixels) related to or for 
that fingerprint image . Additionally, in the fifth embodiment, 
the fingerprint characteristic data extracting section 31 
functions as a biometrics information converting section to, 
before extracting fingerprint characteristic data from the 
fingerprint image, convert the fingerprint image into a state 
to be acquired under a predetermined image acquisition 
condition, on the basis of the image acquisition condition 
attached to the fingerprint image. In this embodiment, the 
function of this biometrics information converting section 
accomplishes a conversion of a fingerprint image into image 
data with a predetermined resolution and predetermined numbers 
of pixels in vertical/horizontal directions. 

Secondly, with reference to a flow chart of FIG. 13, a 
description will be given hereinbelow of an operation of the 
personal authentication system according to the fifth 
embodiment . 

First, the fingerprint image input control section 23 
reads the information on specifications of the fingerprint 
inputting section 22 (step S21) and then controls the 
fingerprint inputting section 22 to acquire fingerprint image 
data (fingerprint image) (step S22) , while the fingerprint 
image acquisition condition attaching section 235 attaches an 
image acquisition condition (resolution and numbers of 
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vertical/horizontal pixels) included in the aforesaid 
specification information to a fingerprint image (step S2 6) 
and puts that fingerprint image in the fingerprint 
characteristic data extracting section 31 (step S27) . 

Furthermore, in the fingerprint characteristic data 
extracting section 31, the aforesaid function as a biometrics 
information converting section converts the fingerprint image 
into image data having a predetermined resolution and 
predetermined numbers of pixels in vertical/horizontal 
directions, on the basis of the resolution and numbers of 
vertical/horizontal pixels attached to that fingerprint image 
(step S28), with fingerprint characteristic data being 
extracted from the converted fingerprint image (step S25) . 

In this way, since the fingerprint image having a 
predetermined resolution and predetermined number of pixels 
in vertical/horizontal directions is obtainable at all times 
in the fingerprint characteristic data extracting section 31, 
even if a change of specifications of the fingerprint inputting 
section 22 regarding the resolution or aspect ratio takes place, 
fingerprint characteristic data is extractable from a 
fingerprint image with constant specifications . Accordingly, 
the extracted fingerprint characteristic data does not depend 
upon the specifications of the fingerprint inputting section 
22 regarding the resolution and the aspect ratio, and even if 
a fingerprint inputting section 22 having a different 
resolution/aspect ratio is put to use, this provides 
interchangeability in verification. 
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As stated above, in the personal authentication system 
according to the fifth embodiment, since both the registration 
fingerprint characteristic data (registration biometrics 
characteristic data) to be previously registered and preserved 
in the fingerprint characteristic data registering section 32 
and verification fingerprint characteristic data 
(verification biometrics characteristic data) to be supplied 
to the fingerprint characteristic data verifying section 33 
are extracted from image data of the same resolution and the 
same size, even if a change of specifications of the fingerprint 
inputting section 22 (fingerprint inputting device 20) 
regarding the resolution and the aspect ratio takes place, 
there is no need to request for fingerprint (biometrics 
information) re-registration work to a user , which facilitates 
update of system version. 

Incidentally, although the above description of the 
fifth embodiment has been made in the case in which fingerprint 
image data is acquired and used as biometrics information, it 
is also possible that time series data such as voice, keystroke 
or dynamic signature is acquired and used as the biometrics 
information . In this case, as mentioned above, the sampling 
period (sampling frequency) of the time series data corresponds 
to the resolution of the image data, while the acquisition time 
(measurement time length) of the time series data corresponds 
to the image size of the image data. Moreover, it is also 
appropriate that, if the time series data is a voice, a band 
width is further taken as the acquisition condition in addition 
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to the aforesaid sampling period and acquisition time. 

Furthermore, although the above description of the fifth 
embodiment has been made in the case in which the fingerprint 
image acquisition condition involves resolution and numbers 
of pixels in vertical/horizontal directions, it is also 
appropriate that the fingerprint image acquisition condition 
attaching section 235 attaches a brightness relationship 
between ridge lines and trough lines in a fingerprint image 
as an acquisition condition to that fingerprint image and the 
fingerprint characteristic data extracting section 31, before 
extracting fingerprint characteristic data from the 
fingerprint image, converts the fingerprint image into a 
fingerprint image with a predetermined brightness 
relationship on the basis of the brightness relationship 
attached to the fingerprint image. 

An operation of the personal authentication system with 
this arrangement will be described hereinbelow with reference 
to a flow chart of FIG. 14. 

First, the fingerprint image input control section 23 
reads the information on specifications of the fingerprint 
inputting section 22 (step S21) and controls the fingerprint 
inputting section 22 to acquire fingerprint image data 
(fingerprint image) (step S22), while the fingerprint image 
acquisition condition attaching section 235 attaches to the 
fingerprint image the ridge-trough brightness relationship in 
the fingerprint image included in the specification 
information (step S2 61) and then puts that fingerprint image 
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in the fingerprint characteristic data extracting section 31 
(step S271) . Further, in the fingerprint characteristic data 
extracting section 31, a function thereof forming the aforesaid 
biometrics information converting section converts that 

5 fingerprint image into a fingerprint image having a 
predetermined brightness relationship on the basis of the 
brightness relationship attached to that fingerprint image 
(step S281) , with fingerprint characteristic data being 
extracted from the converted fingerprint image (step S25) . 

10 In this way, in the fingerprint characteristic data 

extracting section 31, since a fingerprint image having a 
constant brightness relationship between ridge lines and 
trough lines is obtainable at all times, even if a change of 
the specifications (fingerprint image acquisition device 

15 itself) of the fingerprint inputting section 22 takes place, 
the extraction of fingerprint characteristic data from the 
fingerprint image with a constant brightness relationship 
becomes possible. That is, since the extracted fingerprint 
characteristic data does not depend upon the specifications 

20 of the fingerprint inputting section 22 or makers, a 
fingerprint inputting section 22 of a different 
specification/maker is put to use, this provides 
interchangeability in verification. Accordingly, it is 
possible to certainly prevent a mistaken detection of trough 

25 line characteristic points, and irrespective of a change of 
specification/maker of the fingerprint inputting section 22, 
a user is nor required to perform fingerprint (biometrics 
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information) re-registration work, which facilitates update 
of system version. 

[6] Description of Sixth Embodiment 

FIG. 15 is a block diagram showing a configuration of 

5 an essential part of a personal authentication system using 
biometrics information according to the sixth embodiment of 
the present invention. In FIG. 15, the same reference numerals 
as those used above designate the same or almost same parts, 
and the detailed description thereof will be omitted for 

10 simplicity. Likewise, the control section 21, the I/O control 
section 24 and the fingerprint verification result outputting 
section 34 are omitted from the illustration of FIG. 15. 

As FIG. 15 shows, in the personal authentication system 
according to the sixth embodiment, a fingerprint image input 

15 control section 23 is equipped with a fingerprint image 
acquisition condition attaching section 235 similar to that 
in the above-described fifth embodiment, while a fingerprint 
characteristic data extracting section 31 is equipped with a 
fingerprint characteristic data resolution information 

20 attaching section (acquisition condition attaching section) 
311, and even a fingerprint characteristic data verifying 
section 33 is provided with a fingerprint characteristic data 
resolution information correspondence deciding section 331 
and a fingerprint characteristic data converter (biometrics 

25 characteristic data converting section) 332. 

In the sixth embodiment, the fingerprint image 
acquisition condition attaching section 235 is for attaching, 
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to a fingerprint image acquired through the fingerprint 
inputting section 22 and to be inputted to the fingerprint 
characteristic data extracting section 31, a resolution as an 
image acquisition condition for that fingerprint image. 

5 The fingerprint characteristic data resolution 

information attaching section 311 is for attaching, to 
fingerprint characteristic data to be inputted from the 
fingerprint characteristic data extracting section 31 to the 
fingerprint characteristic data registering section 32 or the 

10 fingerprint characteristic data verifying section 33, a 
resolution of a fingerprint image from which that fingerprint 
characteristic data is extracted (an extraction source of that 
fingerprint characteristic data) , as an image acquisition 
condition. The resolution to be attached here is the 

15 resolution attached to an fingerprint image by the fingerprint 
image acquisition condition attaching section 235. 

The fingerprint characteristic data resolution 
information correspondence deciding section 331 is for making 
a decision, at a verification of fingerprint characteristic 

20 data, on whether or not the resolution attached to verification 
fingerprint characteristic data from the fingerprint 
characteristic data extracting section 31 and the resolution 
attached to registration fingerprint characteristic data from 
the fingerprint characteristic data registering section 32 are 

25 correspondent with (equal to) each other. 

The fingerprint characteristic data converter 332 is for, 
when the decision result of the fingerprint characteristic data 
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resolution information correspondence deciding section 331 
indicates no correspondence, before verifying that 
verification fingerprint characteristic data matches 
registration fingerprint characteristic data, converting the 
5 verification fingerprint characteristic data and the 
registration fingerprint characteristic data into data 
identical in resolution to each other, on the basis of the 
resolutions attached to these fingerprint characteristic 
data . 

10 At this time, it is also preferred that the fingerprint 

characteristic data converter 332 converts both the 
verification fingerprint characteristic data and registration 
fingerprint characteristic data into data having an 
appropriate resolution set in advance in order to achieve the 

15 correspondence between the resolution of the verification 
fingerprint characteristic data and the resolution of the 
registration fingerpirint characteristic data, that the 
fingerprint characteristic data converter 332 converts the 
verification fingerprint characteristic data into data with 

20 a resolution identical to that of the registration fingerprint 
characteristic data, or that the fingerprint characteristic 
data converter 332 converts the registration fingerprint 
characteristic data into data with a resolution equal to that 
of the verification fingerprint characteristic data. In the 

25 following operation description, the fingerprint 
characteristic data converter 332 is made to convert the 
verification fingerprint characteristic data into data with 
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a resolution equal to that of the registration fingerprint 
characteristic data. 

Secondly, referring to flow charts of FIGs. 16 and 17, 
a description will be given hereinbelow of an operation of the 
authentication system according to the sixth embodiment. 

In the fingerprint characteristic data extracting 
section 31, as FIG. 16 shows, when a fingerprint image having 
an image acquisition condition (resolution) attached is 
inputted from the fingerprint image input control section 23 
(step S41) , fingerprint characteristic data is extracted from 
that fingerprint image (step S42) and, subsequently, the 
fingerprint characteristic data resolution information 
attaching section 311 attaches, to the fingerprint 
characteristic data, a resolution attached in the fingerprint 
image input control section 23 (step S43) and puts that 
fingerprint characteristic data in the fingerprint 
characteristic data registering section 32 or the fingerprint 
characteristic data verifying section 33. 

Furthermore, the operation of the authentication system 
according to the sixth embodiment will be described hereinbelow 
with reference to FIG. 17. When a verification fingerprint 
image to which an image acquisition condition (resolution) is 
attached is inputted to the fingerprint characteristic data 
extracting section 31 (step S51) , the resolution of the 
verification fingerprint image is known from the image 
acquisition condition (step S52) and verification 
characteristic data is extracted from that verification 
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fingerprint image (step S53) . Additionally, the fingerprint 
characteristic data resolution information attaching section 
311 attaches the resolution, acquired in the step S52, to the 
verification fingerprint characteristic data (step S54) and 
then puts that verification fingerprint characteristic data 
in the fingerprint characteristic data verifying section 33. 

The fingerprint characteristic data verifying section 
33 reads out registration fingerprint characteristic data on 
a person forming a subject of verification, registered and 
preserved in advance in the fingerprint characteristic data 
registering section 32, and compares the resolution attached 
to the registration fingerprint characteristic data with the 
resolution attached to the verification fingerprint 
characteristic data (step S55) , while the fingerprint 
characteristic data resolution information correspondence 
deciding section 331 makes a decision as to whether or not these 
resolutions are equal to each other (step S56) . 

If these resolutions are equal to each other (YES route 
from step S5 6) , the comparison and verification between the 
registration fingerprint characteristic data and the 
verification fingerprint characteristic data are made without 
conducting the conversion processing in the fingerprint 
characteristic data converter 332 (step S57). On the other 
hand, if no equality takes place (NO route from step S56) , the 
fingerprint characteristic data converter 332 converts the 
verification fingerprint characteristic data into data with 
a resolution identical to that of the registration fingerprint 
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characteristic data so that the resolution of the verification 
fingerprint characteristic data becomes equal to the 
resolution of the registration fingerprint characteristic 
data (step S58), thereafter making comparison between the 

5 registration fingerprint characteristic data and the 
verification fingerprint characteristic data (step S59) . 
When the result of the comparison in the fingerprint 
characteristic data verifying section 33 shows that the 
matching rate between the registration fingerprint 

10 characteristic data and the verification fingerprint 
characteristic data is equal to or larger than a predetermined 
value, for example, the access to a database or an electronic 
settlement system is permissible. 

In this way, in the sixth embodiment, in the fingerprint 

15 characteristic data verifying section 33, for the verification 
of two fingerprint characteristic data extracted from 
fingerprint images different in resolution from each other, 
the resolution of the verification fingerprint characteristic 
data is equalized to the resolution of the registration 

20 fingerprint characteristic data on the basis of the resolution 
information attached to the fingerprint characteristic data 
before the verification processing. 

Accordingly, even if a change of specifications on 
resolution of the fingerprint inputting section 22 takes place, 

25 the request for the fingerprint (biometrics information) 
re-registration work to a user is eliminable, which facilitates 
update of system version. 
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Incidentally, although the above description of the 
sixth embodiment has been made in the case in which fingerprint 
image data is acquired and used as biometrics information, it 
is also possible to use time series data such as voice, 
keystroke or dynamic signature. 

In addition, although the above description of the sixth 
embodiment has been made in the case in which the acquisition 
condition to be attached to fingerprint characteristic data 
is a resolution, it is also appropriate that the fingerprint 
image acquisition condition attaching section 235 and the 
fingerprint characteristic data resolution information 
attaching section 311 attach numbers of pixels in 
vertical/horizontal directions (image size) or a relationship 
in brightness between ridge lines and trough lines in a finger 
image as an acquisition condition to a fingerprint image and 
a fingerprint characteristic data while the fingerprint 
characteristic data converter 332 conducts the conversion 
processing in accordance with the acquisition condition 
attached. 

[7] Description of Seventh Embodiment 

Fig. 18 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the seventh embodiment of 
the present invention,. In FIG. 18, the reference numerals as 
those used above designate the same or almost same parts, and 
the detailed description thereof will be omitted for brevity. 
Similarly, the control section 21, the I/O control section 24 
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and the fingerprint verification result outputting section 34 
are omitted from the illustration of FIG. 18. 

In the personal authentication system according to the 
seventh embodiment, as FIG. 18 shows, a fingerprint 
5 characteristic data extracting section 31 includes a 
verification mode version attaching section 312, while a 
fingerprint characteristic data verifying section 33 includes 
a verification mode version correspondence deciding section 
333 and a fingerprint characteristic data converter 
10 (biometrics characteristic data converting section) 334. 

The verification mode version attaching section 312 is 
for attaching, to fingerprint characteristic data to be 
inputted from the fingerprint characteristic data extracting 
section 31 to the fingerprint characteristic data registering 
15 section 32 or the fingerprint characteristic data verifying 
section 33, a verification mode version related to that 
fingerprint characteristic data. 

In this case, the verification mode version is 
information for specifying a verification mode in the 
20 fingerprint characteristic data verifying section 33, and the 
kind of fingerprint characteristic data to be needed at 
verification varies with the type of verification mode. Thus, 
the fingerprint characteristic data (fingerprint center, 
fingerprint characteristic point coordinates, distance 
25 between fingerprint characteristic points, direction of 
fingerprint ridge line, number of ridge lines between 
fingerprint characteristic points, and others) to be extracted 
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from a fingerprint image by the fingerprint characteristic data 
extracting section 31 varies with the type of verification 
mode . 

In this embodiment, the fingerprint characteristic data 
5 extracting section 31, when receiving the present verification 
mode version designated by the fingerprint characteristic data 
verifying section 33, extracts the fingerprint characteristic 
data needed for that verification mode version, and the 
verification mode version attaching section 312 attaches the 
10 aforesaid present verification mode version to the extracted 
fingerprint characteristic data. 

The verification mode version correspondence deciding 
section 333 is for making a decision, at verifying fingerprint 
characteristic data, as to whether or not the verification mode 
15 version attached to verification fingerprint characteristic 
data from the fingerprint characteristic data extracting 
section 31 corresponds with the verification mode version 
attached to registration fingerprint characteristic data from 
the fingerprint characteristic data registering section 32. 
20 The fingerprint characteristic data converter 334 is for, 

when the decision result of the verification mode version 
correspondence deciding section 333 shows no correspondence, 
before verifying that verification fingerprint characteristic 
data matches registration fingerprint characteristic data, 
25 converting the verification fingerprint characteristic data 
and the registration fingerprint characteristic data into data 
corresponding to the same verification mode version on the 
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basis of the verification mode versions attached to these 
fingerprint characteristic data. 

At this time, it is also appropriate that the fingerprint 
characteristic data converter 334 converts both the 
verification fingerprint characteristic data and registration 
fingerprint characteristic data into data corresponding to a 
predetermined verification mode version in order to verify that 
correspondence the verification mode version for the 
verification fingerprint characteristic data matches the 
verification mode version for the registration fingerprint 
characteristic data, that the fingerprint characteristic data 
converter 334 converts the verification fingerprint 
characteristic data into data corresponding to the 
verification mode version of the registration fingerprint 
characteristic data, or that the fingerprint characteristic 
data converter 334 converts the registration fingerprint 
characteristic data into data corresponding to the 
verification mode version of the verification fingerprint 
characteristic data. In the following operation description, 
the fingerprint characteristic data converter 334 is made to 
convert the verification fingerprint characteristic data into 
data corresponding to the verification mode version of the 
registration fingerprint characteristic data. For example, 
the data undergoing the conversion by the fingerprint 
characteristic data converter 334 is fingerprint center, 
fingerprint characteristic point coordinates, distance 
between fingerprint characteristic points, direction of 
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fingerprint ridge line, or the like. 

Secondly, referring to flow charts of FIGs. 19 and 20, 
a description will be given hereinbelow of an operation of the 
personal authentication system according to the seventh 
embodiment . 

As FIG. 19 shows, the fingerprint characteristic data 
extracting section 31 receives a fingerprint image and a 
verification mode version designated from the fingerprint 
image input control section 23 (step S411) and extracts, from 
that fingerprint image, fingerprint characteristic data 
corresponding to the designated and inputted verification mode 
version (step S421) , while the verification mode version 
attaching section 312 attaches the designated and inputted 
verification mode version to the fingerprint characteristic 
data (step S431) and puts that fingerprint characteristic data 
in the fingerprint characteristic data registering section 32 
or the fingerprint characteristic data verifying section 33. 

An operation of the personal authentication system 
according to the seventh embodiment will be described 
hereinbelow in detail with reference to FIG. 20. When a 
verification fingerprint image is inputted to the fingerprint 
characteristic data extracting section 31 (step S511) and the 
verification mode version is given thereto (step S521) , 
fingerprint characteristic data corresponding to the 
aforesaid verification mode version is extracted from that 
verification fingerprint image (step S531) . Furthermore, the 
verification mode version attaching section 312 attaches the 
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verification mode version acquired in the step S521 to the 
verification fingerprint characteristic data (step S541) and 
puts that verification fingerprint characteristic data in the 
fingerprint characteristic data verifying section 33. 
5 The fingerprint characteristic data verifying section 

33 reads registration fingerprint characteristic data on a 
person forming a subject of verification, registered and 
preserved in advance in the fingerprint characteristic data 
registering section 32 to compare the verification mode version 
10 attached to the registration fingerprint characteristic data 
with the verification mode version attached to the verification 
fingerprint characteristic data (step S551) , and the 
verification mode version correspondence deciding section 333 
makes a decision on whether or not these verification mode 
15 versions correspond with each other (step S561) . 

If these verification mode version correspond with each 
other (YES route from step S561) , the comparison between the 
registration fingerprint characteristic data and the 
verification fingerprint characteristic data are made without 
20 conducting the conversion processing in the fingerprint 
characteristic data converter 334 (step S57) . On the other 
hand, if they do not correspond with each other (NO route from 
step S561) , the fingerprint characteristic data converter 334 
converts the verification fingerprint characteristic data 
25 into data corresponding to the verification mode version of 
the registration fingerprint characteristic data so that the 
verification mode version of the verification fingerprint 
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characteristic data corresponds with the verification mode 
version of the registration fingerprint characteristic data 
(step S581) , thereafter performing the comparison between the 
registration fingerprint characteristic data and the 
verification fingerprint characteristic data (step S59) . 

Thus, in the seventh embodiment, the verification mode 
version is used in place of the resolution information in the 
sixth embodiment and the verification is made in a state where 
the verification fingerprint characteristic data is converted 
into data corresponding to the verification mode version of 
the registration fingerprint characteristic data, so the 
verification interchangeability is maintainable. 

Accordingly, even if the verification mode undergoes a 
change, there is no need for fingerprint (biometrics 
information) re-registration work to a user, which facilitates 
update of system version. 

Incidentally, although the description of the seventh 
embodiment has been made in the case in which the personal 
authentication system, is realized as a personal computer 
connected type fingerprint verifying apparatus shown in FIG. 
1, it is also possible that the personal authentication system 
according to the seventh embodiment is designed as a 
client-server type system. In the case of the client-server 
type, it is considered that the verification mode version of 
verification fingerprint characteristic data sent from the 
client side does not correspond with the verification mode 
version of the registered fingerprint characteristic data. In 
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this case, before the verifying operation, the verification 
mode version of the verification fingerprint characteristic 
data sent is converted into the verification mode version of 
the registration fingerprint characteristic data in the 
5 fingerprint characteristic data converter 334 . Additionally, 
it is also preferred that the client side inquires the 
verification mode version of the registration characteristic 
data registered previously in the server and, thereafter, the 
client side makes the fingerprint characteristic data 
10 verification using the same verification mode version. 
[8] Description of Eighth Embodiment 

FIG. 21 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the eighth embodiment of 
15 the present invention. In FIG. 21, the same reference numerals 
as those used above designate the same or almost same parts, 
and the description thereof will be omitted for brevity. 
Similarly, the control section 21, the I/O control section 24 
and the fingerprint verification result outputting section 34 
20 shown in FIG. 1 are omitted from the illustration of FIG. 21. 

In the personal authentication system according to the 
eighth embodiment, as FIG. 21 shows, a fingerprint 
characteristic data extracting section 31 incorporates a 
fingerprint characteristic data auxiliary information 
25 extracting section 313, in addition to a verification mode 
version attaching section 312 similar to that of the seventh 
embodiment, while a fingerprint characteristic data 



73 



registering section 32 incorporates a fingerprint 
characteristic data auxiliary information storing section 323, 
and even a fingerprint characteristic data verifying section 
33A incorporates a fingerprint characteristic data 
5 restructuring section (biometrics characteristic data 
restructuring section) 335, in addition to a verification mode 
version correspondence deciding section 333 similar to that 
of the seventh embodiment. 

The fingerprint characteristic data auxiliary 
10 information extracting section 313 is for, when registration 
fingerprint characteristic data to be registered in the 
fingerprint characteristic data registering section 32 is 
extracted from a fingerprint image, extracting, from an 
fingerprint image, fingerprint characteristic data essential 
15 for the verification mode in the fingerprint characteristic 
data verifying section 33A and further auxiliary fingerprint 
characteristic data (fingerprint characteristic data needed 
for a different verification mode; fingerprint characteristic 
data auxiliary information) other than the essential 
20 fingerprint characteristic data. 

The fingerprint characteristic data auxiliary 
information storing section 323 is for previously preserving 
and storing the fingerprint characteristic data auxiliary 
information extracted in the fingerprint characteristic data 
25 auxiliary information extracting section 313 and sent together 
with registration fingerprint characteristic data. 

The fingerprint, characteristic data verifying section 
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33A is constructed to handle a plurality of verification modes, 
and the fingerprint characteristic data restructuring section 
335 of the fingerprint characteristic data verifying section 
33A, when a change of kind of fingerprint characteristic data 
5 to be used for verification (identification, authentication) 
takes place with a change of verification mode, uses the 
registration fingerprint characteristic data (the aforesaid 
essential fingerprint characteristic data) registered 
previously in the fingerprint characteristic data registering 

10 section 32 and the fingerprint characteristic data auxiliary 
information preserved in the fingerprint characteristic data 
auxiliary information storing section 323 to restructure new 
registration fingerprint characteristic data according to the 
aforesaid change. 

15 More concretely, in the eighth embodiment, when the 

verification mode version correspondence deciding section 333 
decides that the verification mode versions of the verification 
fingerprint characteristic data and the registration 
fingerprint characteristic data to be verified in the 

20 fingerprint characteristic data verifying section 33A do not 
correspond with each other, the fingerprint characteristic 
data restructuring section 335 reconfigures the registration 
fingerprint characteristic data to create fingerprint 
characteristic data to be needed for a verification mode 

25 corresponding to the verification mode version of the 
verification fingerprint characteristic data. 

Secondly, referring to a flow chart of FIG. 22, a 
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description will be given hereinbelow of an operation 
(registration fingerprint characteristic data registering 
operation) of the personal authentication system according to 
the eighth embodiment . 
5 In the fingerprint characteristic data extracting 

section 31, as FIG. 22 shows, when a registration fingerprint 
image is inputted from the fingerprint image input control 
section 23 and a verification mode version is designated and 
inputted (step S412) , registration fingerprint characteristic 
10 data corresponding to the designated and inputted verification 
mode version is extracted from the registration fingerprint 
image (step S422) and fingerprint characteristic data 
auxiliary information is extracted from the registration 
fingerprint image in the fingerprint characteristic data 
15 auxiliary information extracting section 313 (step S44) . 

Furthermore, the fingerprint characteristic data 
auxiliary information extracted in the step S44 is attached 
to the registration fingerprint characteristic data extracted 
in the step S422 (step S45) , and the designated and inputted 
20 verification mode version is attached to the registration 
fingerprint characteristic data in the verification mode 
version attaching section 312 (step S432) , and further that 
fingerprint characteristic data is inputted to the fingerprint 
characteristic data registering section 32 (step S4 6) . The 
25 fingerprint characteristic data auxiliary information 
attached to the registration fingerprint characteristic data 
is registered and preserved in the fingerprint characteristic 
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data auxiliary information storing section 323. 

Thus, after the registration fingerprint characteristic 
data and the fingerprint characteristic data auxiliary 
information, together with the verification mode version, are 
registered previously in the fingerprint characteristic data 
registering section 32, the verification processing is 
conducted nearly like the seventh embodiment. 

That is, when a verification fingerprint image is 
inputted to the fingerprint characteristic data extracting 
section 31 and a verification mode version is obtained, 
fingerprint characteristic data corresponding to the 
verification mode version is extracted from the verification 
fingerprint image. Additionally, the verification mode 
version is attached to the verification fingerprint 
characteristic data in the verification mode version attaching 
section 312, and this verification fingerprint characteristic 
data is inputted to the fingerprint characteristic data 
verifying section 33A. 

The fingerprint characteristic data verifying section 
33A reads out the registration fingerprint characteristic data 
on a person forming a subject of verification previously 
registered and preserved in the fingerprint characteristic 
data registering section 32 to compare the verification mode 
version attached to this registration fingerprint 
characteristic data with the verification mode version 
attached to the verification fingerprint characteristic data, 
thereby making a decision, in the verification mode version 
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correspondence deciding section 333, whether or not these 
verification mode versions correspond with each other. 

If these verification mode versions correspond with each 
other, the comparison between the registration fingerprint 
5 characteristic data and the verification fingerprint 
characteristic data are made without conducting the conversion 
processing in the fingerprint characteristic data converter 
334. 

On the other hand, if these verification mode versions 

10 do not agree with each other, the fingerprint characteristic 
data auxiliary information is read out from the fingerprint 
characteristic data auxiliary information storing section 323, 
and the fingerprint characteristic data restructuring section 
335 uses the registration fingerprint characteristic data and 

15 the fingerprint characteristic data auxiliary information to 
reconfigure the registration fingerprint characteristic data 
into fingerprint characteristic data needed for a verification 
mode corresponding to the verification mode version of the 
verification fingerprint characteristic data, thereafter 

20 performing the comparison between the registration 
fingerprint characteristic data and the verification 
fingerprint characteristic data. 

Thus, in the eighth embodiment, when the verification 
mode versions of the registration fingerprint characteristic 

25 data and the verification fingerprint characteristic data 
differ from each other, the registration fingerprint 
characteristic data and the fingerprint characteristic data 
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auxiliary information are used to restructure the registration 
fingerprint characteristic data into fingerprint 
characteristic data needed for a verification mode 
corresponding to the verification mode version of the 
5 verification fingerprint characteristic data, so the 
interchangeability in verification is maintainable. 

Furthermore/ when the verification mode version is 
updated (version-up) , it is possible to additionally use the 
fingerprint characteristic data auxiliary information which 

10 has not used in the case of the previous verification mode 
version, which permits update of the fingerprint verification 
version for the registration fingerprint characteristic data. 

Accordingly, even if a change of verification mode takes 
place, there is no need to request for the finger (biometrics 

15 information) re-registration work to a user, which facilitates 
update of system version. 

In the eighth embodiment, although fingerprint 
characteristic data needed for a different verification mode 
is extracted as fingerprint characteristic data auxiliary 

20 information and registered in advance so that the fingerprint 
characteristic data is reconfigured using the fingerprint 
characteristic data auxiliary information at a change of 
verification mode, it is also appropriate that, in place of 
the above-mentioned fingerprint characteristic data auxiliary 

25 information, a fingerprint image (biometrics information) 
itself forming an extraction source of registration 
fingerprint characteristic data, together with the 
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registration fingerprint characteristic data extracted from 
the fingerprint image, is preserved previously in the 
fingerprint characteristic data registering section 32. 

In this case, when the kind of fingerprint characteristic 
data to be used for verification (identification and 
authentication) is changed with a change of verification mode, 
new registration fingerprint characteristic data according to 
that change is extracted from the fingerprint image preserved 
in the fingerprint characteristic data registering section 32 
and reconfigured. Accordingly, the effects similar to those 
of the above-described eighth embodiment are obtainable, and 
the fingerprint characteristic data corresponding to that 
verification mode can certainly be extracted and re- 
configured. 

[9] Description of Ninth Embodiment 

FIG. 23 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the ninth embodiment of 
the present invention. In FIG. 23, the same reference numerals 
as those used above designate the same or almost same parts, 
and the detailed description thereof will be omitted for 
brevity. Additionally, the components in the fingerprint 
inputting device 20 and the fingerprint verification result 
outputting section 34, shown in FIG. 1, are omitted from the 
illustration of FIG. 23. The personal authentication system 
according to the ninth embodiment can also be constructed as 
a client-server type system. 
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In the personal authentication system according to the 
ninth embodiment, as FIG. 23 shows, a fingerprint 
characteristic data registering section 32 incorporates a 
fingerprint characteristic data preserving section 321 and a 
fingerprint characteristic data converter (biometrics 
characteristic data converting section) 322. 

The fingerprint characteristic data preserving section 
321 is for preserving registration fingerprint characteristic 
data, and this registration fingerprint characteristic data, 
before the start of verification, is extracted by a fingerprint 
characteristic data extracting section 31 and retained in the 
fingerprint characteristic data preserving section 321, while 
being read out from the fingerprint characteristic data 
preserving section 321 at the verification in a fingerprint 
characteristic data verifying section 33. 

The fingerprint characteristic data converter 322 
operates by reading a fingerprint characteristic data 
converter software 80 from the external, and when a change of 
verification mode in the fingerprint characteristic data 
verifying section 33 (or resolution at fingerprint image 
acquisition) takes place, converts collectively (in a lump) 
all the registration fingerprint characteristic data, 
registered in the fingerprint characteristic data preserving 
section 321, into fingerprint characteristic data 
corresponding to the verification mode after the change. 

Meanwhile, for example, in a case in which a personal 
authentication system is constructed such that the client side 
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performs acquisition of a fingerprint image and extraction of 
fingerprint characteristic data while the server side performs 
fingerprint authentication (verification) , the fingerprint 
characteristic data of users are registered in advance in the 
server (fingerprint data preserving section 321) . The 
comparison are made between fingerprint characteristic data 
sent from the client side to the server and registration 
fingerprint characteristic data registered in advance in the 
server, and if the matching rate between these fingerprint 
characteristic data is equal to or more than a predetermined 
value, for example, the access to a database or an electronic 
settlement system is permissible. 

Therefore, fingerprint characteristic data on all users 
are registered in advance in the server (fingerprint 
characteristic data preserving section 321) - If a change of 
verification mode of fingerprint characteristic data takes 
place, since the fingerprint characteristic data registered 
before the change defies the verification, there is a need to 
conduct some conversion processing to the fingerprint 
characteristic data preserved in large quantities. 
Incidentally, not only the verification mode, but also, for 
example, when the resolution at the acquisition of a 
fingerprint image undergoes a change, some conversion 
processing becomes necessary. 

For this reason, in the personal authentication system 
according to the ninth embodiment, as mentioned above, the 
fingerprint characteristic data registering section 32 is 
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equipped with the fingerprint characteristic data converter 
322, and when a change of verification mode takes place, the 
fingerprint characteristic data converter 322 is linked with 
the fingerprint characteristic data converter software 80 to 
5 collectively convert the fingerprint characteristic data, 
already registered in the fingerprint characteristic data 
preserving section 321 , into fingerprint characteristic data 
corresponding to the verification mode after the change. In 
the case in which the resolution at the fingerprint image 
10 acquisition undergoes a change, the fingerprint 
characteristic data converter 322 is linked with another 
characteristic data converter software to collectively 
convert the fingerprint characteristic data, already 
registered in the fingerprint characteristic data preserving 
15 section 321, into data with a resolution after the change. 
Secondly, referring to a flow chart of FIG, 24, a 
description will be given hereinbelow of a collectively 
converting operation of the fingerprint characteristic data 
converter 322 in the personal authentication system according 
20 to the ninth embodiment. 

When a change of verification mode (or resolution) takes 
place, the fingerprint characteristic data converter 322 reads 
the fingerprint characteristic data converter software 80 
(step S71) and then reads one by one the fingerprint 
25 characteristic data preserved in the fingerprint 
characteristic data preserving section 321 (step S72) to 
convert the read fingerprint characteristic data into data 
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corresponding to the verification mode (or resolution) after 
the change (step S73) , further preserving the fingerprint 
characteristic data after the conversion in the fingerprint 
characteristic data preserving section 321 (step S74) . The 
above-mentioned processing in the steps S72 to S74 are 
repeatedly conducted until the processing on a predetermined 
number of fingerprint characteristic data preserved in the 
fingerprint characteristic data preserving section 221 runs 
to completion (until the decision of step S75 show "YES" ) . 

As stated above , in the ninth embodiment, when a change 
of verification mode (or resolution) takes place, all the 
registration fingerprint characteristic data are collectively 
converted into fingerprint characteristic data corresponding 
to the verification mode (or resolution) after the change, so 
the collative interchangeability is maintainable and the 
fingerprint (biometrics information) re-registration work by 
a user is eliminable to facilitate update of system version. 
[10] Description of Tenth Embodiment 

FIG. 25 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the tenth embodiment of 
the present invention. In FIG . 25, the same reference numerals 
as those used above designate the same or almost same parts, 
the detailed description thereof will be omitted for brevity. 
Likewise, the components of the fingerprint inputting device 
20 and the fingerprint verification result outputting section 
34, shown in FIG. 1, are omitted from the illustration of FIG. 
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25. 

In the personal authentication system according to the 
tenth embodiment, as FIG. 25 shows, a fingerprint 
characteristic data extracting section 31 includes a 
verification mode version attaching section 312 similar to that 
in the seventh embodiment, while a fingerprint characteristic 
data verifying section 33A is designed to handle a plurality 
of verification modes as in the case of the eighth embodiment, 
and is made to conduct the verification processing according 
to a verification mode corresponding to the verification mode 
versions attached to registration fingerprint characteristic 
data and verification fingerprint characteristic data. 

With the foregoing configuration, in the personal 
authentication system according to the tenth embodiment, the 
verification mode version attaching section 312 attaches, to 
fingerprint characteristic data to be inputted from the 
fingerprint characteristic data extracting section 31 to the 
fingerprint characteristic data registering section 32 or the 
fingerprint characteristic data verifying section 33A, a 
verification mode version related to that fingerprint 
characteristic data. Additionally, when the verification 
processing is conducted in the fingerprint characteristic data 
verifying section 33A, if the verification mode version of the 
verification fingerprint characteristic data from the 
fingerprint characteristic data extracting section 31 agrees 
with the verification mode version of the registration 
fingerprint characteristic data from the fingerprint 
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characteristic data registering section 32, the verification 
processing is conducted according to the verification mode 
corresponding to the verification mode version. On the other 
hand, if these verification mode versions do not correspond 
with each other, this fact of no correspondence is communicated 
to a user, before the processing comes to an end. 

In this way, in the tenth embodiment, when the 
verification mode version of the verification fingerprint 
characteristic data and the verification mode version of the 
registration fingerprint characteristic data correspond with 
each other, in any verification mode, the verification 
processing can be done in the fingerprint characteristic data 
verifying section 33A. 

[11] Description of Eleventh Embodiment 

FIG. 2 6 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the eleventh embodiment 
of the present invention. In FIG. 26, the same reference 
numerals as those used above designate the same or almost same 
parts, and the detailed description thereof will be omitted 
for brevity. Likewise, the control section 21, the I/O control 
section 24 and the fingerprint verification result outputting 
section 34, shown in FIG. 1, are omitted from the illustration 
of FIG. 26. 

In the personal authentication system according to the 
eleventh embodiment, as FIG. 2 6 shows, a fingerprint 
characteristic data extracting section 31A includes a 
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verification mode version attaching section 312 similar to that 
in the seventh embodiment, while a fingerprint characteristic 
data verifying section 33A includes a registration data 
verification mode version retrieving section 336. 
5 The fingerprint characteristic data extracting section 

31A is capable of extracting fingerprint characteristic data, 
needed for a plurality of different verification modes, from 
a fingerprint image, and the verification mode version 
attaching section 312 of the fingerprint characteristic data 
10 extracting section 31A is for attaching, to registration 
fingerprint characteristic data to be inputted from the 
fingerprint characteristic data extracting section 31 to the 
fingerprint characteristic data registering section 32, a 
verification mode version related to that registration 
15 fingerprint characteristic data. 

Furthermore, the fingerprint characteristic data 
extracting section 31A has a function to make an inquiry at 
the fingerprint characteristic data verifying section 33A 
about a verification mode version attached to registration 
20 fingerprint data of a person forming a subject of verification, 
and is operative to, when receiving an answer about the 
verification mode version from the fingerprint characteristic 
data verifying section 33A, extract fingerprint 
characteristic data, needed for a verification mode 
25 corresponding to that verification mode version, as 
verification fingerprint characteristic data from a 
verification fingerprint image. 
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The fingerprint characteristic data verifying section 
33A is designed to be capable of handling a plurality of 
verification modes as in the case of the eighth embodiment, 
and the registration data verification mode version retrieving 
5 section 33 6 of the fingerprint characteristic data verifying 
section 33A, when the fingerprint characteristic data 
extracting section 31A makes the aforesaid inquiry about the 
verification mode version, search the fingerprint 
characteristic data registering section 32 to retrieve the 

10 registration fingerprint characteristic data on a person 
forming a subject of verification for reading out the 
verification mode version attached to that registration 
fingerprint characteristic data, then returning the read 
verification mode version to the fingerprint characteristic 

15 data extracting section 31A. 

Furthermore, the fingerprint characteristic data 
extracting section 31A, when the verification result by the 
fingerprint characteristic data verifying section 33A shows 
a matching rate equal to or more than a predetermined value 

20 and the aforesaid verification mode version is older than a 
predetermined version, extracts fingerprint characteristic 
data corresponding to the newest verification mode from a 
verification fingerprint image, and re-registers the 
extracted fingerprint characteristic data as new registration 

25 fingerprint characteristic data in the fingerprint 
characteristic data registering section 32. 

Secondly, referring to a flow chart of FIG. 27, a 
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description will be given hereinb'elow of an operation of the 
personal authentication system according to the eleventh 
embodiment . 

First, the fingerprint characteristic data extracting 
5 section 31A makes an inquiry at the fingerprint characteristic 
data verifying section 33A about a verification mode version 
attached to the registration fingerprint characteristic data 
on a person forming a subject of verification (step S81) , while 
the registration data verification mode version retrieving 
10 section 336 of the fingerprint characteristic data verifying 
section 33A, when receiving that inquiry, searches the 
fingerprint characteristic data registering section 32 to 
retrieve registration fingerprint characteristic data on that 
verification subject person for reading out the verification 
15 mode version attached to that registration fingerprint 
characteristic data, then returning the read verification mode 
version to the fingerprint characteristic data extracting 
section 31A. 

The fingerprint characteristic data extracting section 
20 31A receives a response about the verification mode version 
from the fingerprint characteristic data verifying section 33A 
(step S82) and then receives a verification fingerprint image 
(step S83) and further acquires image information (step S84) , 
thereby extracting verification fingerprint characteristic 
25 data under the same condition as the verification mode version 
at the registration. That is, in the step S85, the fingerprint 
characteristic data extracting section 31A extracts 
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fingerprint characteristic data, needed for a verification 
mode corresponding to that verification mode version, as 
verification fingerprint characteristic data from the 
verification fingerprint image (step S85) . 

Following this, the fingerprint characteristic data 
verifying section 33A verifies that the registration 
fingerprint characteristic data matches the verification 
fingerprint characteristic data in a verification mode 
corresponding to the verification mode version at the 
registration (step S86) . If the verification result shows a 
matching rate smaller than a predetermined value (NO route from 
step S87), the processing comes to an end because of no 
correspondence between the registration fingerprint 
characteristic data and the verification fingerprint 
characteristic data. On the other hand, if the verification 
result shows a matching rate equal to or larger than the 
predetermined value (YES route from step S87), a decision is 
made as to whether or not the verification mode version of the 
registration fingerprint characteristic data is older than a 
predetermined version (step S88) . 

If the verification mode version of the registration 
fingerprint characteristic data is not older than the 
predetermined version (NO route from step S88) , the processing 
comes to an end. On the other hand, if the verification mode 
version of the registration fingerprint characteristic data 
is older than the predetermined version (YES route from step 
S88), the fingerprint characteristic data extracting section 
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31A re-extracts fingerprint characteristic data corresponding 
to the newest verification mode from the verification 
fingerprint image under a new verification mode version 
condition (step S89) . Additionally, the registered 

5 fingerprint characteristic data is replaced with the re- 
extracted fingerprint characteristic data which in turn is 
preserved so that the re-extracted data is re-registered as 
new registration fingerprint characteristic data in the 
fingerprint characteristic data registering section 32 (step 

10 S90) . 

As described above, in the personal authentication 
system according to the eleventh embodiment, the process for 
verifying that registration fingerprint characteristic data 
matches verification fingerprint characteristic data is 
15 conducted in a verification mode corresponding to a 
verification mode version at registration. And if the 
matching rate being the verification result is equal to or 
larger than a predetermined value, the subject of verification 
is recognized as the said person, 
20 At this time, if the verification mode version of the 

fingerprint characteristic data registered is older than a 
predetermined version, fingerprint characteristic data for a 
verification mode corresponding to the latest version is 
extracted from a verification fingerprint image, and is made 
25 into registration fingerprint characteristic data. 

That is, if the fingerprint characteristic data 
verifying section 33A is capable of dealing with at least two 
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types of verification modes of an old version and a new version, 
when the subject of verification is recognized as the said 
person on the basis of the registered fingerprint 
characteristic data corresponding to the verification mode of 
5 the old version, the fingerprint characteristic data 
corresponding to the verification mode of the new version is 
extracted from a verification fingerprint image and 
registered . 

At this time, if the criterion of the replacement of 
10 registration fingerprint characteristic data is set 
independently of a common said-person confirmation threshold 
(a predetermined value in step S87 shown in FIG. 27) to make 
a decision on the permission of replacement with respect to 
a higher threshold, then it is possible to more certainly 
15 prevent another person from impersonating the said person at 
the replacement of registration fingerprint characteristic 
data . 

In this way, in the eleventh embodiment, when 
verification processing has been conducted using registration 

20 fingerprint characteristic data registered with the 
verification mode of the old version and the said person has 
been confirmed as the result of the verification, the 
fingerprint characteristic data corresponding to the 
verification mode of the new version is extracted and 

25 registered instead in the fingerprint characteristic data 
registering section 32. Accordingly, it is possible to 
automatically re-register fingerprint characteristic data 
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corresponding to a new version while certainly preventing 
another person from impersonating the said person, which 
facilitates update of system version. 
[12] Description of Twelfth Embodiment 
5 FIG. 28 is a block diagram showing a configuration of 

an essential part of a personal authentication system using 
biometrics information according to the twelfth embodiment of 
the present invention. In FIG . 28, the same reference numerals 
as those used above designate the same or almost same parts, 
10 and the detailed description will be omitted for brevity. 
Likewise, the control section 21, the I/O control section 24 
and the fingerprint verification result outputting section 34, 
shown in FIG. 1, are omitted from the illustration of FIG. 28. 

In the personal authentication system according to the 
15 twelfth embodiment, as FIG. 28 shows, a fingerprint 
characteristic data extracting section 31A includes, in 
addition to a verification mode version attaching section 312 
similar to that of the seventh embodiment, a fingerprint 
characteristic data common information extracting section 314, 
20 while a fingerprint characteristic data registering section 
32 includes a fingerprint characteristic data common 
information storage section 324, and even a fingerprint 
characteristic data verifying section 33A includes, in 
addition to a verification mode version correspondence 
25 deciding section 333 similar to that of the seventh embodiment, 
a verification mode version common data verifying section 337 . 

The fingerprint characteristic data extracting section 
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31A is capable of extracting fingerprint characteristic data 
needed for a plurality of different verification modes, from 
a fingerprint image, and the verification mode version 
attaching section 312 of the fingerprint characteristic data 
extracting section 31A is for attaching, to fingerprint 
characteristic data to be inputted from the fingerprint 
characteristic data extracting section 31A to a fingerprint 
characteristic data registering section 32 or a fingerprint 
characteristic data verifying section 33A, a verification mode 
version related to that fingerprint characteristic data. 

The fingerprint characteristic data common information 
extracting section 314 is for extracting common data 
(fingerprint characteristic data common information) , to be 
used in common among all verification modes but not depending 
on a verification mode, from the fingerprint characteristic 
data extracted by the fingerprint characteristic data 
extracting section 31A to classify the fingerprint 
characteristic data into dependency data depending on a 
verification mode at extraction and common data as shown in 
FIG. 30. In this case, the "common data" may be characteristic 
information, such as fingerprint characteristic point 
coordinates, fingerprint center coordinates and fingerprint 
characteristic point directions, to be used generally for 
fingerprint verification. 

The fingerprint characteristic data common information 
storing section 324 is for storing, of the registration 
fingerprint characteristic data extracted by the fingerprint 
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characteristic data extracting section 31A, the common data 
(fingerprint characteristic data common information) 
extracted by the fingerprint characteristic data common 
information extracting section 314 as mentioned above. In 
5 fact, this fingerprint characteristic data common information 
storing section 324 is realized as a verification version 
common data area secured previously in the interior of a 
fingerprint characteristic data format, in the fingerprint 
characteristic data registering section 32. 
10 Furthermore, the fingerprint characteristic data 

verifying section 33A is designed to deal with a plurality of 
verification modes as in the case of the eighth embodiment, 
and the verification mode common data verifying section 337 
of the fingerprint characteristic data verifying section 33A 
15 is for, when the verification mode version attached 
verification fingerprint characteristic data differs from the 
verification mode version on a person forming a subject of 
verification attached to registration fingerprint 
characteristic data, performing verification processing 
20 through the use of common data of these fingerprint 
characteristic data. 

Still furthermore, the fingerprint characteristic data 
extracting section 31 A, when the verification result of the 
verification mode common data verifying section 337 shows a 
25 matching rate equal to or larger than a predetermined value, 
extracts fingerprint characteristic data, corresponding to 
the newest verification mode, from a verification fingerprint 
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i mage and re-registers the extracted fingerprint 
characteristic data as new registration fingerprint 
characteristic data in the fingerprint characteristic data 
registering section 32 . 
5 Secondly, referring to a flow chart of FIG. 29, a 

description will be given hereinbelow of an operation of the 
personal authentication system according to the twelfth 
embodiment . 

First, the fingerprint characteristic data extracting 
10 section 31A receives a verification fingerprint image (steps 
91) and acquires image information (step S92) to extract 
verification fingerprint characteristic data under the same 
condition as a predetermined verification mode version (step 
S93), while the verification mode version attaching section 
15 312 attaches that verification mode version to the verification 
fingerprint characteristic data, and puts the resultant 
verification fingerprint characteristic data in the 
fingerprint characteristic data verifying section 33A. 

In the fingerprint characteristic data verifying 
20 section 33A, the registration fingerprint characteristic data 
on a person being a subject of verification, previously 
registered and preserved, is read out from the fingerprint 
characteristic data registering section 32 so that the 
verification mode version attached to this registration 
25 fingerprint characteristic data is compared with the 
verification mode version attached to the verification 
fingerprint characteristic data, while the verification mode 
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version correspondence deciding section 333 makes a decision 
on whether or not these verification mode versions correspond 
with each other (steps S94 and S95) . 

If these verification mode versions correspond with each 
5 other (YES route from step S95) , the comparison between the 
registration fingerprint characteristic data and the 
verification fingerprint characteristic data are made as 
ordinary (step S96) . 

On the other hand, if the verification mode versions are 
10 different from each other (NO route from step S95) , the 
verification mode common data verifying section 337 reads out 
common data of registration fingerprint characteristic data 
from the fingerprint characteristic data common information 
storing section 324 to make comparison between that common data 
15 and the common data in the verification fingerprint 
characteristic data (step S97) . 

If the verification result shows a matching rate smaller 
than a predetermined value (NO route from step S98), the 
processing comes to an end because of no correspondence between 
20 the registration fingerprint characteristic data and the 
verification fingerprint characteristic data. On the other 
hand, if the verification result shows a matching rate equal 
to or larger than the predetermined value (YES route from step 
S98), the fingerprint characteristic data extracting section 
25 31A re-extracts .fingerprint characteristic data, 
corresponding to the newest verification mode, from a 
verification fingerprint image under a condition of a new 
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verification mode version (step S99) . Additionally, the 
re-extracted fingerprint characteristic data is substituted 
for the registered fingerprint characteristic data and is 
preserved so that the re-extracted data is re-registered as 
new registration fingerprint characteristic data in the 
fingerprint characteristic data registering section 32 (step 
S100) . 

In this way, in the twelfth embodiment, for example, in 
the case in which the registration fingerprint characteristic 
data corresponding to an old version (old verification mode) 
while the verification fingerprint characteristic data 
corresponds to a new version (new verification mode) , the 
verification is made on the basis of the common data of these 
fingerprint characteristic data as a temporary measure. 
Furthermore, if a predetermined matching rate arises (if the 
said person is confirmed) , fingerprint characteristic data 
corresponding to a verification mode of a new version is 
extracted from a verification fingerprint image . Accordingly, 
it is possible to automatically re-register fingerprint 
characteristic data corresponding to a new version while 
certainly preventing another person from impersonating the 
said person, which facilitates update of system version. 
[13] Description of Thirteenth Embodiment 

FIG. 31 is a block diagram showing a configuration of 
an essential part of a personal authentication system using 
biometrics information according to the thirteenth embodiment 
of the present invention. In FIG. 31, the same reference 
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numerals as those used above designate the same or almost same 
parts, and detailed description thereof will be omitted for 
brevity. As FIG, 31 shows, a personal authentication system 
50 according to the thirteenth embodiment is of a client-server 
type in which a client 60 and a server 70 are mutually connected 
through a communication section 61 and a communication section 
71 so that communications therebetween becomes possible. 

The client 60 side includes a fingerprint inputting 
section 22, a fingerprint image input control section 23, a 
fingerprint characteristic data extracting section 31A and the 
aforesaid communication section 61 so that verification 
fingerprint characteristic data is extracted from fingerprint 
image data and transmitted through the communication section 
61 to the server 70, The server 70 side includes a fingerprint 
characteristic data registering section 32, a fingerprint 
characteristic data verifying section 33A and the aforesaid 
communication section 71 so that verification processing is 
conducted with respect to the verification fingerprint 
characteristic data received through the communication 
section 71. 

Furthermore, also in the personal authentication system 
50 according to the thirteenth embodiment, as well as the 
eleventh embodiment, the fingerprint characteristic data 
extracting section 31A is provided with a verification mode 
version attaching section 312, while the fingerprint 
characteristic data verifying section 33A is equipped with a 
registration data verification mode version retrieving 
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section 336, 

The fingerprint characteristic data extracting section 
31A is capable of extracting fingerprint characteristic data, 
needed for a plurality of different verification modes, from 
a fingerprint image, and the verification mode version 
attaching section 312 of the fingerprint characteristic data 
extracting section 31A is operative to attach, to registration 
fingerprint characteristic data to be inputted from the 
fingerprint characteristic data extracting section on the 
client 60 side to the fingerprint characteristic data 
registering section 32 on the server 70 side, a verification 
mode version corresponding to that registration fingerprint 

characteristic data. 

In addition, the fingerprint characteristic data 
extracting section 31A has a function to make an inquiry at 
the server 70 about the verification mode version attached to 
registration fingerprint characteristic data on a person 
forming a subject of verification, and is operative to, when 
receiving a response about the verification mode version from 
the server 70, extract fingerprint characteristic data needed 
for verification mode corresponding to that verification mode 
version, as verification fingerprint characteristic data from 
a verification fingerprint image. 

The fingerprint characteristic data verifying section 
33A is designed to deal with a plurality of verification modes, 
and the registration data verification mode version retrieving 
section 33 6 of the fingerprint characteristic data verifying 
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section 33A is operative to, when receiving the aforesaid 
inquiry about verification mode version from the fingerprint 
characteristic data extracting section 31A on the client 60 
side, search the fingerprint characteristic data registering 

5 section 32 to retrieve registration fingerprint 
characteristic data on the person being the subject of 
verification, and further to read out the verification mode 
version attached to that registration fingerprint 
characteristic data for returning the verification mode 

10 version to the client 60. 

Secondly, referring to a flow chart of FIG. 32, a 
description will be given hereinbelow of an operation of the 
personal authentication system 50 according to the thirteenth 
embodiment . 

15 First, the fingerprint characteristic data extracting 

section 31A on the client 60 side makes an inquiry at the server 
70 about the verification mode version attached to the 
registration fingerprint characteristic data on the person 
being the subject of verification (step S61) , while the 
20 registration data verification mode version retrieving 
section 336 of the fingerprint characteristic data verifying 
section 33A on the server 70 side, when receiving that inquiry, 
searches the fingerprint characteristic data registering 
section 32 to retrieve the registration fingerprint 
25 characteristic data on the person being the subject of 
verification, and reads out the verification mode version 
attached to that registration fingerprint characteristic data 
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to return the verification mode version to the client 60. 

The fingerprint characteristic data extracting section 
31A, after receiving a response about a verification mode 
version from the server 70 (step S62) , receives a verification 
fingerprint image (step S63) and acquires image information 
(step S64), thereby extracting verification fingerprint 
characteristic data under the same condition as the 
verification mode version at the registration. That is, in 
the step S65, the fingerprint characteristic data extracting 
section 31A extracts fingerprint characteristic data needed 
for a verification mode corresponding to that verification mode 
version, as verification fingerprint characteristic data from 
a verification fingerprint image (step S65), then returning 
the extracted fingerprint characteristic data to the server 
70 (step S66) . 

Thereafter, on the server 70 side, the fingerprint 
characteristic data verifying section 33A conducts the 
verification processing between the registration fingerprint 
characteristic data and the verification characteristic data 
in a verification mode corresponding to the verification mode 
version at the registration (step S67) . 

As described above, in the personal authentication 
system 50 according to the thirteenth embodiment, the 
verification mode version of the fingerprint characteristic 
data registered in advance at the start of a verification 
procedure is retrieved and communicated from the server 70 to 
the client 60, and the fingerprint characteristic data 
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extracting section 31A extracts verification fingerprint 
characteristic data in the form conforming to that verification 
mode version so that the extracted verification fingerprint 
characteristic data is transmitted from the client 60 to the 
server 70. At this time, it is also possible that, if the 
fingerprint characteristic data extracting section 31A on the 
client 60 side cannot handle a verification mode version of 
registration fingerprint characteristic data, the client 60 
side outputs display or the like describing the fact of its 
being incapable of handling the verification mode version. 

Accordingly, with the personal authentication system 50 
according to the thirteenth embodiment, in a case in which the 
registration fingerprint characteristic data registered in 
the fingerprint characteristic data registering section 32 has 
been extracted with an old version (in an old verification mode) , 
since verification fingerprint characteristic data is 
extracted in the form conforming to that verification mode, 
even if the version of the verification mode is updated, the 
verification can be made using the registration fingerprint 
characteristic data of the' old version, and there is no need 
to re-register fingerprint characteristic data. 

Incidentally, in the above-described thirteenth 
embodiment, although in the client-server type personal 
authentication system 50 the client 60 makes an inquiry at the 
server 70 about a verification mode version and the fingerprint 
characteristic data extracting section 31A extracts 
verification fingerprint characteristic data in the form 
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conforming to the verification mode version, it is also 
appropriate to use a resolution of registration fingerprint 
characteristic data in place of the verification mode version. 

In this case, on the client 60 side, instead of the 
verification mode version attaching section 312, a fingerprint 
characteristic data resolution information attaching section 
(acquisition condition attaching section) is provided which 
attaches, to registration fingerprint characteristic data to 
be sent from the fingerprint characteristic data extracting 
section 31A of the client 60 to the server 70, a resolution 
(acquisition condition) for that registration fingerprint 
characteristic data. 

In addition, the fingerprint characteristic data 
extracting section 31A has a function to make an inquiry at 
the server 70 about a resolution of registration fingerprint 
characteristic data on a person being a sub j ect of verification, 
and is operative to, when receiving a response about the 
resolution from the server 70, extract verification 
fingerprint characteristic data from a verification 
fingerprint image under the same condition as that resolution. 

Furthermore, on the server 70 side, a registration data 
resolution information retrieving section is provided in place 
of the registration data verification mode version retrieving 
section 336. This registration data resolution information 
retrieving section, when receiving the aforesaid inquiry about 
the resolution from the fingerprint characteristic data 
extracting section 31A on the client 60 side, searches the 
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fingerprint characteristic data registering section 32 to 
retrieve the registration fingerprint characteristic data on 
the person forming the subject of verification, and reads out 
the resolution attached to that registration fingerprint 
characteristic data to return it to the client 60. 

An operation of such a modification of the personal 
authentication system according to the thirteenth will be 
described hereinbelow with reference to a flow chart of FIG. 
33. 

First, the fingerprint characteristic data extracting 
section 31A on the client 60 side makes an inquiry at the server 
70 about the resolution information attached to the 
registration fingerprint characteristic data on a person 
forming a subject of verification (step S611), while the 
registration data resolution information retrieving section 
of the fingerprint data verifying section 33A on the server 
70 side, when receiving that inquiry, searches the fingerprint 
characteristic data registering section 32 to retrieve the 
registration fingerprint characteristic data on the person 
forming the subject of verification and reads out the 
resolution information attached to that registration 
fingerprint characteristic data for returning it to the client 
60. 

The fingerprint characteristic data extracting section 
31A, after receiving a response about the resolution 
information from the server 70 (step S621), receives a 
verification fingerprint image (step S631) and acquires image 
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information (step S641) , thereby extracting verification 
fingerprint characteristic data under the same condition as 
the resolution information at the registration. That is, in 
the step S651, the fingerprint characteristic data extracting 
5 section 31A extracts the fingerprint characteristic data 
corresponding to that resolution, as verification fingerprint 
characteristic data from the verification fingerprint image 
(step S651)/ then returning it to the server 70 (step S661) . 
Following this, on the server 70 side, the fingerprint 
10 characteristic data verifying section 33A conducts the 
verification processing between the registration fingerprint 
characteristic data and the verification fingerprint 
characteristic data in a predetermined verification mode (step 
S671) . 

15 as described above, in the modification of the personal 

authentication system 50 according to the thirteenth 
embodiment, the resolution information of fingerprint 
characteristic data registered in advance at the start of the 
verification procedure is retrieved and communicated from the 
20 server 70 to the client 60, and the fingerprint characteristic 
data extracting section 31A extracts verification fingerprint 
characteristic data in the form conforming to that resolution 
information, with the extracted verification characteristic 
data being transmitted from the client 60 to the server 70. 
25 At this time, it is also possible that, if the fingerprint 
characteristic data extracting section 31A on the client 60 
side cannot deal with the resolution of the registration 
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fingerprint characteristic data, the client 60 side outputs 
a display or the like describing the fact of its being incapable 
of dealing with that resolution. 

Thus, with the modification of the personal 
authentication system 50 according to the thirteenth 
embodiment, in the case in which the registration fingerprint 
characteristic data registered in the fingerprint 
characteristic data registering section 32 has been extracted 
on the basis of an old resolution, the verification fingerprint 
characteristic data is extracted in the form conforming to that 
old resolution, and even if a change of resolution in the 
fingerprint inputting section 22 takes place with update of 
version, the verification can be made using the registration 
fingerprint characteristic data of the old resolution, which 
eliminates the need for the re-registration of fingerprint 
characteristic data. 

Incidentally, in the personal authentication system 50 
according to the thirteenth embodiment, although the 
fingerprint characteristic data verifying section 33A is 
provided on the server 70 side, it is also appropriate that 
this fingerprint characteristic data verifying section 33A is 
provided on the client 60 side to conduct the verification 
processing on the client 60 side. In this case, the server 
70 is designed to perform only the preservation of the 
registration fingerprint characteristic data. 
[14] Effects of Embodiments of the Invention 

The above-described personal authentication systems 
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according to the embodiments can offer the following effects 
and advantages, 

(1) It is possible to eliminate the need for the 
re-registration work of fingerprint information by a user, 
which has been done in conjunction with a change of fingerprint 
scanner (biometrics information inputting device) , a change 
of fingerprint image acquisition mode (resolution, image 
aspect, gradation, relationship in brightness between ridge 
lines and trough lines, and others) or a change of fingerprint 
characteristic data to be used at verification. Accordingly, 
update of system version becomes easy, and a chance of a 
dishonest act such as registration by impersonation of another 
person, which can improve significantly the system security 
ability (safety) . 

(2) It is possible to use fingerprint scanners 
according to different acquisition modes in the same system, 
which considerably facilitates the system extension. 

(3) Since a change of type of fingerprint scanner 
becomes easy, the employment of a new low-cost fingerprint 
scanner becomes easy in expansion, which lowers the system 
cost . 

(4) It is possible to eliminate the need for re- 
registration of fingerprints involved in update of version of 
fingerprint characteristic data verification mode, which cuts 
the maintenance cost. 

(5) Since the re-registration work becomes unnecessary 
and the update of version of verification mode is facilitated, 

108 



the replacement with the newest verification mode becomes easy 
so that the user side can obtain the latest authentication 
function at all times. 
[15] Others 

It should be understood that the present invention is 
not limited to the above-described embodiment, and that it is 
intended to cover all changes and modifications of the 
embodiments of the invention herein which do not constitute 
departures from the spirit and scope of the invention. 
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WHAT IS CLAIMED IS: 



11. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 

4 a biometrics information inputting section having a 

5 function to acquire biometrics information; 

6 a biometrics information converting section for 

7 converting said biometrics information, acquired through said 

8 biometrics information inputting section, into a state to be 

9 acquired on a predetermined acquisition condition; and 

10 a biometrics characteristic data extracting section for 

11 extracting biometrics characteristic data from the biometrics 

12 information obtained by the conversion in said biometrics 

13 information converting section. 

12. A personal authentication system using biometrics 

2 information according to claim 1, wherein said biometrics 

3 information inputting section is of a type acquiring said 

4 biometrics information as image data, and said biometrics 

5 information converting section converts said biometrics 

6 information, acquired through said biometrics information 

7 inputting section, into image data with a predetermined 

8 resolution included in said predetermined acquisition 

9 condition. 

13. A personal authentication system using biometrics 
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2 information according to claim 1, wherein said biometrics 

3 information inputting section is of a type acquiring said 

4 biometrics information as image data, and said biometrics 

5 information converting section converts said biometrics 

6 information, acquired through said biometrics information 

7 inputting section, into image data with a predetermined 

8 resolution and predetermined numbers of pixels in vertical and 

9 horizontal directions, included in said predetermined 
10 acquisition condition, 

14. A personal authentication system using biometrics 

2 information according to claim 1, wherein said biometrics 

3 information inputting section is of a type acquiring said 

4 biometrics information as image data, and said biometrics 

5 information converting section converts said biometrics 

6 information, acquired through said biometrics information 

7 inputting section, into image data with a predetermined image 

8 characteristic included in said predetermined acquisition 

9 condition. 

15. A personal authentication system using biometrics 

2 information according to claim 1, wherein said biometrics 

3 information inputting section is of a type acquiring said 

4 biometrics information as time series data, and said biometrics 

5 information converting section converts said biometrics 

6 information, acquired through said biometrics information 

7 inputting section, into time series data with a predetermined 
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8 sampling period included in said predetermined acquisition 

9 condition. 

16, A personal authentication system using biometrics 

2 information according to claim 1, wherein said biometrics 

3 information inputting section is of a type acquiring 

4 fingerprint information as said biometrics information in the 

5 form of image data, and said biometrics information converting 

6 section converts said fingerprint information, acquired 

7 through said biometrics information inputting section, into 

8 image data with a predetermined relationship in brightness 

9 between ridge lines and trough lines, included in said 

10 predetermined acquisition condition. 

17. A personal authentication system using biometrics 

2 information according to claim 6, wherein a brightness 

3 relationship judging section is provided to judge a 

4 relationship in brightness between ridge lines and trough lines 

5 in said fingerprint information acquired through said 

6 biometrics information inputting section, and said biometrics 

7 information converting section conducts conversion processing 

8 of image data in accordance with the judgment of the brightness 

9 relationship judging section. 

18. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 
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4 a biometrics information inputting section having a 

5 function to acquire biometrics information; 

6 a biometrics characteristic data extracting section for 

7 extracting biometrics characteristic data from the biometrics 

8 information acquired through said biometrics information 

9 inputting section; 

10 an acquisition condition attaching section for 

11 attaching, to said biometrics information to be inputted from 

12 said biometrics information inputting section to said 

13 biometrics characteristic data extracting section, an 

14 acquisition condition related to said biometrics information; 

15 and 

16 a biometrics information converting section for, before 

17 the extraction of said biometrics characteristic data from said 

18 biometrics information in said biometrics characteristic data 

19 extracting section, converting said biometrics information 

20 into a state to be acquired on a predetermined acquisition 

21 condition, in accordance with said acquisition condition 

22 attached to said biometrics information. 

19. A personal authentication system using biometrics 

2 information according to claim 8, wherein said biometrics 

3 information inputting section is of a type acquiring said 

4 biometrics information as image data, and said acquisition 

5 condition attaching section attaches a resolution as said 

6 acquisition condition to said biometrics information, and said 

7 biometrics information converting section converts said 
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8 biometrics information into image data with a predetermined 

9 resolution on the basis of said resolution attached to said 
10 biometrics information. 

1 10. A personal authentication system using biometrics 

2 information according to claim 8, wherein said biometrics 

3 information inputting section is of a type acquiring said 

4 biometrics information as image data, and said acquisition 

5 condition attaching section attaches a resolution and the 

6 numbers of pixels in vertical and horizontal directions, as 

7 said acquisition condition, to said biometrics information, 

8 and said biometrics information converting section converts 

9 said biometrics information into image data with a 

10 predetermined resolution and predetermined numbers of pixels 

11 in vertical and horizontal directions, on the basis of the 

12 resolution and the numbers of pixels in vertical and horizontal 

13 directions attached to said biometrics information. 

1 11. A personal authentication system using biometrics 

2 information according to claim 8, wherein said biometrics 

3 information inputting section is of a type acquiring said 

4 biometrics information as time series data, and said 

5 acquisition condition attaching section attaches a sampling 

6 period as said acquisition condition to said biometrics 

7 information, and said biometrics information converting 

8 section converts said biometrics information into time series 

9 data with a predetermined sampling period, on the basis of said 
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10 sampling period attached to said biometrics information. 



1 12. A personal authentication system using biometrics 

2 information according to claim 8, wherein said biometrics 

3 information inputting section is of a type acquiring 

4 fingerprint information as said biometrics information in the 

5 form of image data, and said acquisition condition attaching 

6 section attaches, to said fingerprint information as said 

7 acquisition condition, a relationship in brightness between 

8 ridge lines and trough- lines in said fingerprint information, 

9 and said biometrics information converting section converts 

10 said fingerprint information into image data with a 

11 predetermined brightness relationship, on the basis of said 

12 brightness relationship attached to said fingerprint 

13 information. 

1 13. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 

4 a biometrics information inputting section having a 

5 function to acquire biometrics information; 

6 a biometrics characteristic data extracting section for 

7 extracting biometrics characteristic data from said 

8 biometrics information acquired through said biometrics 

9 information inputting section; 

10 a biometrics characteristic data registering section 

11 for previously preserving registration biometrics 
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12 characteristic data extracted from biometrics information; 

13 a biometrics characteristic data verifying section for 

14 verifying that verification biometrics characteristic data on 

15 a person forming a subject of verification, obtained through 

16 said biometrics information inputting section and said 

17 biometrics characteristic data extracting section, matches 

18 said registration biometrics characteristic data on the same 

19 verification person registered and preserved previously in 

20 said biometrics characteristic data registering section; 

21 an acquisition condition attaching section for 

22 attaching, to biometrics characteristic data to be inputted 

23 from said biometrics characteristic data extracting section 

24 to said biometrics characteristic data registering section or 

25 said biometrics characteristic data verifying section, an 

26 acquisition condition related to the biometrics information 

27 being an extraction source of said biometrics characteristic 

28 data; and 

29 a biometrics characteristic data converting section for, 

30 before the verifying that said verification biometrics 

31 characteristic data matches said registration biometrics 

32 characteristic data in said biometrics characteristic data 

33 verifying section, converting at least one of said verification 

34 biometrics characteristic data and said registration 

35 biometrics characteristic data in accordance with said 

36 acquisition condition attached to said verification 

37 biometrics characteristic data and said registration 

38 biometrics characteristic data to convert said verification 
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39 biometrics characteristic data and said registration 

40 biometrics characteristic data into data to be obtained on the 

41 same acquisition condition. 

1 14. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 

4 a biometrics information inputting section having a 

5 function to acquire biometrics information; 

6 a biometrics characteristic data extracting section for 

7 extracting biometrics characteristic data from said 

8 biometrics information acquired through said biometrics 

9 information inputting section; 

10 a biometrics characteristic data registering section 

11 for previously preserving registration biometrics 

12 characteristic data extracted from biometrics information; 

13 a biometrics characteristic data verifying section for 

14 verifying that verification biometrics characteristic data on 

15 a person forming a subject of verification, obtained through 

16 said biometrics information inputting section and said 



17 biometrics characteristic data extracting section, matches 

18 said registration biometrics characteristic data on the same 

19 verification person registered and preserved previously in 

20 said biometrics characteristic data registering section; 

21 a verification mode version attaching section for 

22 attaching, to biometrics characteristic data to be inputted 

23 from said biometrics characteristic data extracting section 
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24 to said biometrics characteristic data registering section or 

25 said biometrics characteristic data verifying section, a 

26 version of verification mode related to said biometrics 

27 characteristic data; and 

28 a biometrics characteristic data converting section for, 

29 before verifying that said verification biometrics 

30 characteristic data matches said registration biometrics 

31 characteristic data in said biometrics characteristic data 

32 verifying section, converting at least one of said verification 

33 biometrics characteristic data and said registration 

34 biometrics characteristic data on the basis of said 

35 verification mode version attached to said verification 

36 biometrics characteristic data and said registration 

37 characteristic data to convert said verification biometrics 

38 characteristic data and said registration biometrics 

39 characteristic data into data corresponding to the same 

40 verification mode version. 

1 15. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 

4 a biometrics information inputting section having a 

5 function to acquire biometrics information; 

6 a biometrics characteristic data extracting section for 

7 extracting biometrics characteristic data from said 

8 biometrics information acquired through said biometrics 

9 information inputting section; 
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10 a biometrics characteristic data registering section 

11 for previously preserving registration biometrics 

12 characteristic data extracted from biometrics information; 

13 a biometrics characteristic data verifying section for 



14 verifying that verification biometrics characteristic data on 

15 a person forming a subject of verification, obtained through 

16 said biometrics information inputting section and said 

17 biometrics characteristic data extracting section, matches 

18 said registration biometrics characteristic data on the same 

19 verification person registered and preserved previously in 

20 said biometrics characteristic data registering section; and 

21 a biometrics characteristic data converting section for, 

22 when a change of verification mode in said biometrics 

23 characteristic data verifying section takes place, converting 

24 collectively all registration biometrics characteristic data, 

25 registered in said biometrics characteristic data registering 



26 section, into biometrics characteristic data corresponding to 

27 the verification mode after the change. 

1 16. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 

4 a biometrics information inputting section having a 

5 function to acquire biometrics information; 

6 a biometrics characteristic data extracting section for 

7 extracting biometrics characteristic data from said 

8 biometrics information acquired through said biometrics 
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9 information inputting section; 

10 a biometrics characteristic data registering section 

11 for previously preserving auxiliary biometrics characteristic 

12 data besides biometrics characteristic data essential to the 

13 identification and authentication as registration biometrics 

14 characteristic data extracted from biometrics information; 

15 and 

16 a biometrics characteristic data restructuring section 

17 for, when a change of kind of said biometrics characteristic 

18 data to be used for the identification and authentication takes 

19 place, restructuring new registration biometrics 

20 characteristic data according to the change through the use 

21 of the essential biometrics characteristic data and said 

22 auxiliary biometrics characteristic data. 

1 17. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 

4 a biometrics information inputting section having a 

5 function to acquire biometrics information; 

6 a biometrics characteristic data extracting section for 

7 extracting biometrics characteristic data from said 

8 biometrics information acquired through said biometrics 

9 information inputting section; 

10 a biometrics characteristic data registering section 

11 for previously preserving registration biometrics 

12 characteristic data extracted from said biometrics 
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13 information and said biometrics information being an 

14 extraction source of said registration biometrics 

15 characteristic data; and 

16 a biometrics characteristic data restructuring section 

17 for, when a change of kind of the biometrics characteristic 

18 data to be used for the identification and authentication takes 

19 place, extracting and restructuring new registration 

20 biometrics characteristic data from said biometrics 

21 information being the extraction source of said registration 

22 biometrics characteristic data according to the change. 

1 18. A personal authentication system using biometrics 

2 information according to claim 16, further comprising: 

3 a biometrics characteristic data verifying section made 

4 to handle a plurality of verification modes, for verifying that 

5 verification biometrics characteristic data on a person 

6 forming a subject of verification, obtained through said 

7 biometrics information inputting section and said biometrics 

8 characteristic data extracting section, matches registration 

9 biometrics characteristic data on the same subject person, 

10 previously registered and preserved in said biometrics 

11 characteristic data registering section; and 

12 a verification mode version attaching section for 

13 attaching, to biometrics characteristic data to be inputted 

14 from said biometrics characteristic data extracting section 

15 to said biometrics characteristic data registering section or 

16 said biometrics characteristic data verifying section, a 
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17 verification mode version related to said biometrics 

18 characteristic data, 

19 when verification mode versions respectively attached 

20 to said verification biometrics characteristic data and the 

21 registration biometrics characteristic data between which 

22 verification is made in said biometrics characteristic data 

23 verifying section does not agree with each other, said 

24 biometrics characteristic data restructuring section 

25 restructuring one of said verification biometrics 

26 characteristic data and said registration biometrics 

27 characteristic data into biometrics characteristic data 

28 needed for a verification mode corresponding to the 

29 verification mode version for the other biometrics 

30 characteristic data. 

1 19. A personal authentication system using biometrics 

2 information according to claim 17, further comprising: 

3 a biometrics characteristic data verifying section made 

4 to handle a plurality of verifying modes, for verifying that 

5 verification biometrics characteristic data on a person 

6 forming a subject of verification, obtained through said 

7 biometrics information inputting section and said biometrics 

8 characteristic data extracting section, matches registration 

9 biometrics characteristic data on the same subject person, 

10 previously registered and preserved in said biometrics 

11 characteristic data registering section; and 

12 a verification mode version attaching section for 
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13 attaching, to biometrics characteristic data to be inputted 

14 from said biometrics characteristic data extracting section 

15 to said biometrics characteristic data registering section or 

16 said biometrics characteristic data verifying section, a 

17 verification mode version related to said biometrics 

18 characteristic data, 

19 when verification mode versions respectively attached 

20 to said verification biometrics characteristic data and the 

21 registration biometrics characteristic data between which 

22 verification is made in said biometrics characteristic data 

23 verifying section does not agree with each other, said 

24 biometrics characteristic data restructuring section 

25 restructuring one of said verification biometrics 

26 characteristic data and said registration biometrics 

27 characteristic data into biometrics characteristic data 

28 needed for a verification mode corresponding to the 

29 verification mode version for the other biometrics 

30 characteristic data. 

1 20. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 

4 a verification mode version attaching section for 

5 attaching a verification mode version to biometrics 

6 characteristic data extracted from said biometrics 

7 information; and 

8 a biometrics characteristic data verifying section for 
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9 performing verification processing using said biometrics 

10 characteristic data in a verification mode corresponding to 

11 said verification mode version attached to said biometrics 

12 characteristic data. 

1 21. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 

4 a biometrics information inputting section having a 

5 function to acquire biometrics information; 

6 a biometrics characteristic data extracting section for 

7 extracting biometrics characteristic data, to be needed in a 

8 plurality of verification modes, from biometrics information 

9 acquired through said biometrics information inputting 

10 section; 

11 a biometrics characteristic data registering section 

12 for previously preserving registration biometrics 

13 characteristic data extracted from biometrics information; 

14 a biometrics characteristic data verifying section made 

15 to handle a plurality of verification modes, for verifying that 

16 verification biometrics characteristic data on a person 

17 forming a subject of verification, obtained through said 

18 biometrics information inputting section and said biometrics 

19 characteristic data extracting section, matches registration 

20 biometrics characteristic data on the same subject person, 

21 previously preserved in said biometrics characteristic data 

22 registering section; and 
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23 a verification mode version attaching section for 

24 attaching, to registration biometrics characteristic data to 

25 be inputted from said biometrics characteristic data 

26 extracting section to said biometrics characteristic data 

27 registering section, a verification mode version related to 

28 said registration biometrics characteristic data, 

29 wherein said biometrics characteristic data extracting 

30 section extracts, as said verification biometrics 

31 characteristic data, biometrics characteristic data to be 

32 needed in a verification mode corresponding to the verification 

33 mode version attached to said registration biometrics 

34 characteristic data, from the biometrics information acquired 

35 through said biometrics information inputting section. 

1 22. A personal authentication system using biometrics 

2 information according to claim 21, wherein said biometrics 

3 characteristic data verifying section verifies that said 

4 registration biometrics characteristic data matches said 

5 verification biometrics characteristic data extracted by said 

6 biometrics characteristic data extracting section, and when 

7 a verification result of said biometrics characteristic data 

8 verifying section shows a matching rate equal to or larger than 

9 a predetermined value and said verification mode version is 

10 older than a predetermined version, said biometrics 

11 characteristic data extracting section extracts biometrics 

12 characteristic data for the latest verification mode from said 

13 biometrics information so that the extracted biometrics 
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14 characteristic data is re-registered as new registration 

15 biometrics characteristic data in said biometrics 

16 characteristic data registering section. 



1 23. A personal authentication system using biometrics 

2 information, which identifies or authenticates an individual 

3 using biometrics information, comprising: 

4 a biometrics information inputting section having a 

5 function to acquire biometrics information; 

6 a biometrics characteristic data extracting section for 

7 extracting biometrics characteristic data from biometrics 

8 information acquired through said biometrics information 

9 inputting section; 

10 a biometrics characteristic data registering section 

11 for previously preserving registration biometrics 

12 characteristic data extracted from biometrics information, 

13 a biometrics characteristic data verifying section made 

14 to handle a plurality of verification modes, for verifying that 

15 verification biometrics characteristic data on a person 

16 forming a subject of verification, obtained through said 

17 biometrics information inputting section and said biometrics 

18 characteristic data extracting section, matches registration 

19 biometrics characteristic data on the same subject person, 

20 previously registered and preserved in said biometrics 

21 characteristic data registering section; and 

22 a verification mode version attaching section for 

23 attaching, to biometrics characteristic data to be inputted 
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24 from said biometrics characteristic data extracting section 

25 to said biometrics characteristic data registering section and 

26 said biometrics characteristic data verifying section, a 

27 verification mode version related to said biometrics 

28 characteristic data, 

29 wherein said biometrics characteristic data extracting 

30 section extracts separately dependence data depending on a 

31 verification mode and common data to be used in common among 

32 all verification modes without depending on a verification 

33 mode , 

34 while, when the verification mode version attached to 

35 said verification biometrics characteristic data does not 

36 match the verification mode version attached to said 

37 registration biometrics characteristic data, said biometrics 

38 characteristic data verifying section conducts the 

39 verification using said common data in said verification 

40 biometrics characteristic data and said registration 

41 biometrics characteristic data. 

1 24. A client-server type personal authentication system in 

2 which a client side extracts verification biometrics 

3 characteristic data from biometrics information on an 

4 individual while a server side performs biometrics 

5 characteristic data for identification and authentication of 

6 said individual, 

7 said client side comprising: 

8 a biometrics information inputting section having a 
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9 function to acquire biometrics information; 

10 a biometrics characteristic data extracting section for 

11 extracting biometrics characteristic data, to be needed in a 

12 plurality of verification modes, from biometrics information 

13 acquired through said biometrics information inputting 

14 section; and 

15 a verification mode version attaching section for 

16 attaching, to registration biometrics characteristic data to 

17 be sent from said biometrics characteristic data extracting 

18 section to said server side, a verification mode version 

19 related to said registration biometrics characteristic data, 

20 while said server side comprising: 

21 a biometrics characteristic data registering section 

22 for previously preserving said registration biometrics 

23 characteristic data from said client side together with said 

24 verification mode version; and 

25 a biometrics characteristic data verifying section made 

26 to handle a plurality of verification modes, for verifying that 

27 verification biometrics characteristic data on a person 

28 forming a subject of verification from said client side matches 

29 registration biometrics characteristic data on the same 

30 subject person previously preserved in said biometrics 

31 characteristic data registering section, 

32 wherein said verification mode version attached to said 

33 registration biometrics characteristic data is communicated 

34 from said server side to said biometrics characteristic data 

35 extracting section on said client side, and said biometrics 
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36 characteristic data extracting section extracts biometrics 

37 characteristic data, to be needed in a verification mode 

38 corresponding to said verification mode version communicated 

39 from said server side, as said verification biometrics 

40 characteristic data from biometrics information acquired 

41 through said biometrics information inputting section. 



1 25. A client-server type personal authentication system in 

2 which a client side extracts verification biometrics 

3 characteristic data from biometrics information on an 

4 individual while a server side verifies biometrics 

5 characteristic data for identification and authentication of 

6 the individual, 

7 said client side comprising: 

8 a biometrics information inputting section having a 

9 function to acquire biometrics information; 

10 a biometrics characteristic data extracting section for 

11 extracting biometrics characteristic data from biometrics 

12 information acquired through said biometrics information 

13 inputting section; and 

14 an acquisition condition attaching , section for 

15 attaching, to registration biometrics characteristic data to 

16 be sent from said biometrics characteristic data extracting 

17 section to said server side, an acquisition condition related 

18 to said registration biometrics characteristic data in said 

19 biometrics information inputting section, 

20 while said server side comprising: 
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21 a biometrics characteristic data registering section 

22 for previously preserving said registration biometrics 

23 characteristic data from said client side together with said 

24 acquisition condition; and 

25 a biometrics characteristic data verifying section for 

26 verifying that verification biometrics characteristic data on 

27 a person forming a subject of verification from said client 

28 side matches registration biometrics characteristic data on 

29 the same sub j ect person previously preserved in said biometrics 

30 characteristic data registering section, 

31 wherein said acquisition condition attached to said 

32 registration biometrics characteristic data is communicated 

33 from said server side to said biometrics characteristic data 

34 extracting section on said client side, and said biometrics 

35 characteristic data extracting section extracts biometrics 

36 characteristic data under said acquisition condition 

37 communicated from the server side, as said verification 

38 biometrics characteristic data from biometrics information 

39 acquired through said biometrics information inputting 

40 section. 
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ABSTRACT OF THE DISCLOSURE 

The present invention relates to a personal 
authentication system which facilitates the updating of 

5 version without making a request for biometrics information 
re-registration work to a user even if a change of biometrics 
information acquiring device, biometrics information 
acquisition mode or biometrics characteristic data to be used 
at verification takes place. Accordingly, the invention 

10 comprises a biometrics information inputting section having 
a function to acquire biometrics information, a biometrics 
information converting section for converting the biometrics 
information acquired through the biometrics information 
inputting section into a state to be acquired on a predetermined 

15 acquisition condition, and an biometrics characteristic data 
extracting section for extracting biometrics characteristic 
data from the biometrics information obtained by the conversion 
in the biometrics information converting section. An 
apparatus according to the invention is applicable to a system 

20 which identifies or authenticates an individual using 
biometrics information (for example, fingerprint, voice, iris, 
face, retina, bloodvessel, palm configuration, and signature) 
to be captured as image data or biometrics information (for 
example, voice, keystroke and dynamic signature) constituting 

25 time series data. 



131 



CO 
CO " 



CO " 



LU 



CD 
CJ 



O 
CO 



cd 
o — 
— I — 

I — CJ> 
<C LU 

CD oo 

U_ CD 

— 

oc 



OS CD 

cd I — 

LU —I 
CD ID 
Z CO 
— LU 



Q CD 

CD H- 
— <_> 
J— LU 
I — CO CO 

=z — 

OlC3 

ttUJZ 

Q_ I 

D£0>- 

LU -<C LL. 

cd ce — 
— m lu 

LL. CD 



CO " 



1— o 

-< — 

CD 
O LU 
CO 

I— 

I — CO CD 

2= — - 2= 

— ai — 
ac LU D£ 
Q_ I — LU 
CCUh 
LU <t CO 

o or — 

= -< CD 

— rc lu 

LL. CD Q= 



co z: 

CD 



LU 1 — 
1 — CD 
CD LU 
■< CO 

-< CD 



D_ X 

oc: LU 

LU 

cd -< 
— -< 



CD 



N0U03S "10H1N00 



LU 
CD 



LU 
h— Q 

: cd 
ce: z: 
o_ — 
en I — 
LU I 

cd : 

CL. 





CO 








CVl 


h— 

CD 




LU 




1 — CO 








— o 


=> 








Q_ — 








LU I— 




CD !=> 




z: o- 




— zt 




u_ — 





CD 



O 



OH CD 
Q.UZ 

or o 

LU I 

CD ZD h- 
CX_ CJ 
— 3= LU 
LL. — CO 



CD 



CD CD 
CD 



CD CD 
^LU 
CO 



FIG. 2 



FINGERPRINT INPUTTING SECTION 


\ 





FINGERPRINT IMAGE INPUT 
CONTROL SECTION 



RESOLUTION INFORMATION OF 
FINGERPRINT INPUTTING 
SECTION 



FINGERPRINT IMAGE 
RESOLUTION CONVERTING 
SECTION 



22 



23 



231 



32 



FINGERPRINT CHARACTERISTIC 
DATA REGISTERING SECTION 



\ 


31 






\ 


33 


FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 


FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 









FIG. 3 



( START ) 





i 


READ SPECIFICATION 
INFORMATION ON RESOLUTION OF 
FINGERPRINT INPUTTING SECTION 


S11 








ACQUIRE FINGERPRINT IMAGE 










CONVERT FINGERPRINT IMAGE 
INTO IMAGE WITH PREDETERMINED 
RESOLUTION 


S13 


\ 


1 




INPUT IMAGE TO 
CHARACTERISTIC 
SECTION 


FINGERPRINT 
DATA EXTRACTING 


_^-S14 




f 




EXTRACT FINGERPRINT 
CHARACTERISTIC DATA 






i 





( END ) 



Fl G. 4 



FINGERPRINT INPUTTING SECTION 


\ 


f 



FINGERPRINT IMAGE INPUT 
CONTROL SECTION 

OF FINGERPRINT INPUTTING 
SECTION 



FINGERPRINT IMAGE 
RESOLUTION CONVERTING 
SECTION 



FINGERPRINT IMAGE 
SIZE SETTING SECTION 



31 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



22 



23 



231 



232 



32 



FINGERPRI 


NT CHARACTERISTIC 


DATA REGI 


STERI 


NG SECTION 






33 




> 




FINGERPR 


NT CHARACTERISTIC 


DATA VER 


FYING SECTION 



FIG. 5 



( START ) 







READ SPECIFICATION 
INFORMATION ON RESOLUTION OF 
FINGERPRINT INPUTTING SECTION 


_ / ~S11 








ACQUIRE FINGERPRINT IMAGE 




\ 






CONVERT FINGERPRINT IMAGE 
INTO IMAGE WITH PREDETERMINED 
SIZE AND RESOLUTION 


^/-S131 








INPUT IMAGE TO 
CHARACTERISTIC 
SECTION 


FINGERPRINT 
DATA EXTRACTING 


_^-S14 




r 




EXTRACT FINGERPRINT 
CHARACTERISTIC DATA 











( END ) 



FIG. 6 



FINGERPRINT INPUTTING SECTION 


\ 


f 



FINGERPRINT IMAGE INPUT 
CONTROL SECTION 



SPECIFICATION INFORMATION 
OF FINGERPRINT INPUTTING 
SECTION 



FINGERPRINT IMAGE 
CONVERTING SECTION 



31 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



22 



23 



233 



32 



FINGERPRINT CHARACTERISTIC 
DATA REGISTERING SECTION 



33 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



FIG. 7 



( START ) 



\ 




READ SPECIFICATION 
INFORMATION OF FINGERPRINT 
INPUTTING SECTION 


\ 


i 


ACQUIRE FINGERPRINT IMAGE 




i 


CONVERT IMAGE GRADATION AND 
GAIN CONDITION OF FINGERPRINT 
IMAGE INTO PREDETERMINED 
CONDITION 




i 


INPUT FINGERPRINT IMAGE UNDER 
PREDETERMINED CONDITION TO 
FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 


\ 




EXTRACT FINGERPRINT 
CHARACTERISTIC DATA 


\ 


i 



-S21 



-S22 



-S23 



-S24 



-S25 



( END ) 



F IG. 8 



FINGERPRINT INPUTTING SECTION 







FINGERPRINT IMAGE 
CONTROL SECTION 



INPUT 



SPECIFICATION 
OF FINGERPRINT 
SECTION 



NFORMATION 
INPUTTING 



FINGERPRINT IMAGE RIDGE / 
TROUGH LUMINANCE 
CONVERTING SECTION 



234 



32 



31 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



FINGERPRINT CHARACTERISTIC 
DATA REGISTERING SECTION 



33 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



FIG. 9 



( START ) 



\ 


t 




READ SPECIFICATION 
INFORMATION OF FINGERPRINT 
INPUTTING SECTION 






l 




ACQUIRE FINGERPRINT IMAGE 


_^-S22 


\ 


i 




CONVERT RIDGE/TROUGH LUMINANCE 
RELATIONSHIP OF FINGERPRINT 
IMAGE INTO PREDETERMINED 
CONDITION 


_^-S231 


\ 


i 




INPUT FINGERPRINT IMAGE UNDER 
PREDETERMINED CONDITION TO 
FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 


_/-S24 




I 




EXTRACT FINGERPRINT 
CHARACTERISTIC DATA 


_ / -S25 




I 



( END ) 



FIG. 10 



( START ) 



ACQUIRE IMAGE WHEN FINGER 
IS NOT PLACED 


\ 


r 


ACQUIRE FINGERPRINT IMAGE 


\ 


i 


COMPARE LUMINAN 
PIXELS OF BOTH 


CE VALUES OF 
IMAGES 



-S31 



-S32 



-S33 



S34 



FINGERPRINT IMAGE HAS 
MORE LIGHT PIXELS ? 



( END ) 



\ 


YES S35 


MAKE A DECISION AS IMAGE IN 
WHICH LIGHT INDICATES RIDGE 
LINES AND DARKNESS INDICATES 
TROUGH LINES 




\ 


S36 


INPUT FINGERPRINT IMAGE UNDER 
PREDETERMINED CONDITION TO 
FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 











S37 



MAKE A DECISION AS IMAGE IN 
WHICH DARKNESS INDICATES RIDGE 
LINES AND LIGHT INDICATES 
TROUGH LINES 



S38 



INVERT LUMINANCE OF 
FINGERPRINT IMAGE 



S39 



INPUT FINGERPRINT IMAGE UNDER 
PREDETERMINED CONDITION IN 
FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



I 

( END ) 



FIG. 11A 




12 



FINGERPRINT INPUTTING SECTION 


\ 





22 



FINGERPRINT IMAGE INPUT 
CONTROL SECTION 



SPECIFICATION INFORMATION 
OF FINGERPRINT INPUTTING 
SECTION 



FINGERPRINT IMAGE 
ACQUISITION CONDITION 
ATTACHING SECTION 



235 



32 



31 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



FINGERPRINT CHARACTERISTIC 
DATA REGISTERING SECTION 



33 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



FIG. 13 

( START ) 



in 



READ SPECIFICATION INFORMATION 
ON RESOLUTION OF FINGERPRINT 
INPUTTING SECTION 


^»S21 




I 




ACQUIRE FINGERPRINT IMAGE 


coo 


\ 


/ 




ATTACH IMAGE ACQUISITION 
CONDITION TO FINGERPRINT IMAGE 


^-S26 


\ 






INPUT ACQUISITION CONDITION 
AND FINGERPRINT IMAGE TO 
FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 


_^-S27 


i 


f 





CONVERT FINGERPRINT IMAGE INTO 
IMAGE UNDER PREDETERMINED 
CONDITION ON THE BASE OF IMAGE 
ACQUISITION CONDITION IN 
FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



\ 


i 


EXTRACT FINGERP 
CHARACTERISTIC 


RINT 
DATA 



S25 



( END ) 



F I G. 14 



( START ) 



READ SPECIFICATION INFORMATION 
OF FINGERPRINT INPUTTING 
SECT 1 ON 




f 


ACQUIRE FINGERPRINT IMAGE 




i 


ATTACH RIDGE/TROUGH LUMINANCE 
RELATIONSHIP INFORMATION ON 
FINGERPRINT IMAGE 




i 



-S21 



-S22 



-S261 



INPUT FINGERPRINT IMAGE AND 
LUMINANCE RELATIONSHIP 
INFORMATION TO FINGERPRINT 
CHARACTERISTIC DATA EXTRACTING 
SECTION 



S271 



CONVERT FINGERPRINT IMAGE INTO 
IMAGE WITH PREDETERMINED 
RIDGE/TROUGH LUMINANCE 
RELATIONSHIP ON THE BASE OF 
LUMINANCE RELATIONSHIP 
INFORMATION 



-S281 



\ 


f 


EXTRACT F1NGERP 
CHARACTERISTIC 


RINT 
DATA 



-S25 



( END ) 



FIG. 15 



FINGERPRINT INPUTTING SECTION 


\ 


f 



FINGERPRINT IMAGE INPUT 
CONTROL SECTION 



SPECIFICATION 
OF FINGERPRINT 
SECTION 



INFORMATION 
INPUTTING 



FINGERPRINT IMAGE 
ACQUISITION CONDITION 
ATTACHING SECTION 



235 



32 



31 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



FINGERPRINT 
CHARACTERISTIC DATA 
RESOLUTION INFORMATION 
ATTCHING SECTION 



FINGERPRINT CHARACTERISTIC 
DATA REGISTERING SECTION 




33 



311 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



FINGERPRINT 
CHARACTERISTIC DATA 
RESOLUTION INFORMATION 
CORRESPONDENCE DECIDING 
SECTION 



FINGERPRINT 
CHARACTERISTIC DATA 
CONVERTER 



331 



332 



F I G. 16 



( START ) 



\ 


f 


INPUT FINGERPRINT IMAGE AND 
RESOLUTION INFORMATION TO 
FINGERPRINT CHARACTERISTIC DATA 
EXTRACTING SECTION 


\ 


f 


EXTRACT FINGERPRINT 
CHARACTERISTIC DATA 


\ 


f 


ATTACH RESOLUTION INFORMATION 
ON FINGERPRINT IMAGE FORMING 
EXTRACTION SOURCE TO FINGERPRINT 
CHARACTERISTIC DATA 




f 



( END ) 



F I G. 17 



( START ) 



> 

INPUT FINGERPRII 
VERIFICATION 


r 

YT IMAGE FOR 


> 


t 


ACQUIRE IMAGE RESOLUTION 
INFORMATION 


\ 


' 


EXTRACT FINGERPRINT 
CHARACTERISTIC DATA FOR 
VERIFICATION 




i 


ATTACH RESOLUTION INFORMATION 
TO FINGERPRINT CHARACTERISTIC 
DATA FOR VERIFICATION 




\t 


COMPARE WITH RE 
INFORMATION ON 
FINGERPRINT CH/ 
DATA 


.SOLUTION 

REGISTRATION 

IRACTERISTIC 



$51 



•S52 



S53 



•S54 



S55 



RESOLUTION INFORMATION 
CORRESPODENT ? 



YES 




S58 



VERIFY FINGERPRINT 
CHARACTERISTIC DATA 



( END ) 



CONVERT FINGERPRINT 
CHARACTERISTIC DATA FOR 
VERIFICATION INTO DATA WITH 
RESOLUTION EQUAL TO THAT OF 
REGISTRATION FINGERPRINT 
CHARACTERISTIC DATA 



S59 



VERIFY FINGERPRINT 
CHARACTERISTIC DATA 



y 

( END ) 



FIG. 18 



FINGERPRINT INPUTTING SECTION 







FINGERPRINT IMAGE 
CONTROL SECTION 



INPUT 



32 



31 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



VERIFICATION MODE VERSION 
ATTACHING SECTION 



FINGERPRINT CHARACTER 


STIC 


DATA REGISTERING SECT 


ON 






33 




t 





312 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



VERIFICATION MODE VERSION 
CORRESPONDENCE DECIDING 
SECTION 



FINGERPRINT 
CHARACTERISTIC DATA 
CONVERTER 



F I G. 19 



( START ) 





I 


INPUT FINGERPRI 
VERIFICATION MO 
FINGERPRINT CHA 
DATA EXTRACTING 


NT IMAGE AND 
DE VERSION TO 
RACTERISTIC 
SECTION 






EXTRACT 

FINGERPRINT CHARACTERISTIC 
DATA ON PREDETERMINED 
VERIFICATION MODE VERSION 




f 


ATTACH VERIFICATION MODE 
VERSION OF FINGERPRINT IMAGE 
OF EXTRACTION SOURCE TO 
FINGERPRINT CHARACTERISTIC 
DATA 


\ 





S411 



S421 



S431 



( END ) 



FIG. 20 



( START ) 



\ 


/ 


INPUT FINGERPRINT IMAGE FOR 
VERIFICATION 


> 




ACQUIRE VERIFICATION MODE 
VERSION 




i 


EXTRACT FINGERP 
CHARACTERISTIC 
VERIFICATION ON 
VERIFICATION MO 


RINT 

DATA FOR 

PREDETERMINED 
DE VERSION 




i 


ATTACH VERIFICATION MODE 
VERSION INFORMATION TO 
FINGERPRINT CHARACTERISTIC 
DATA FOR VERIFICATION 


\ 


i 


COMPARE WITH VERIFICATION 
MODE VERSION INFORMATION ON 
REGISTRATION FINGERPRINT 
CHARACTERISTIC DATA 


\ 





S511 



S521 



S531 



-S541 



-S551 



S561 



VERIFICATION MODE VERSION 
INFORMATION CORRESPONDENT 1 





YES 


S57 




i 






VERIFY FINGERPRINT 
CHARACTERISTIC DATA 






i 







( END ) 



S581 



CONVERT FINGERPRINT CHARACTERISTIC 
DATA FOR VERIFICATION INTO DATA ON 
VERIFICATION MODE VERSION 
IDENTICAL TO THAT OF REGISTRATION 
FINGERPRINT CHARACTERISTIC DATA 



S59 



VERIFY FINGERPRINT 
CHARACTERISTIC DATA 



I 

( END ) 



F I G. 21 



FINGERPRINT INPUTTING SECTION 








32 


\ 







FINGERPRINT IMAGE INPUT 
CONTROL SECTION 



23 



31 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



VERIFICATION MODE VERSION 
ATTACHING SECTION 



FINGERPRINT 
CHARACTERISTIC DATA 
AUXILIARY INFORMATION 
EXTRACTING SECTION 



312 



313 



FINGERPRINT CHARACTERISTIC 
DATA REGISTERING SECTION 



323 



FINGERPRINT 
CHARACTERISTIC DATA 
AUXILIARY INFORMATION 
STORING SECTION 



33A 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



VERIFICATION MODE VERSION 
CORRESPONDENCE DECIDING 
SECTION 



333 



335 



FINGERPRINT 
CHARACTERISTIC DATA 
RESTRUCTURING SECTION 



FIG. 22 



( START ) 



\ 




INPUT FINGERPRINT IMAGE AND 
VERIFICATION MODE VERSION TO 
FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 


\ 


f 



S412 



EXTRACT FINGERPRINT 
CHARACTERISTIC DATA ON 
PREDETERMINED VERIFICATION 
MODE VERSION 



EXTRACT FINGERPRINT 
CHARACTERISTIC DATA AS 
AUXILIARY INFORMATION 




ATTACH CHARACTERISTIC 
INFORMATION AS AUXILIARY 
INFORMATION TO FINGERPRINT 
CHARACTERISTIC DATA 



ATTACH VERIFICATION MODE 
VERSION OF FINGERPRINT IMAGE 
OF EXTRACTION SOURCE TO 
FINGERPRINT CHARACTERISTIC 
DATA 




REGISTER FINGERPRINT 
CHARACTERISTIC DATA 



•S46 



C END ) 



FIG. 23 



31 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



FINGERPR 
DATA VER 



NT 
FY I 



CHARACTER I ST I 
NG SECTION 



r 



FINGERPRINT CHARACTERISTIC 
DATA REGISTERING SECTION 



322 



FINGERPRINT CHARACTERISTIC 
DATA CONVERTER 



FINGERPRINT CHARACTERISTIC 
DATA PRESERVING SECTION 



FINGERPRINT CHARACTERISTIC 
DATA CONVERTER SOFTWARE 



80 



FIG. 24 



( START ) 



READ FINGERPRINT 
CHARACTERISTIC DATA CONVERTER 
SOFTWARE 


\ 




READ FINGERPRINT 
CHARACTERISTIC DATA 




I 


CONVERT FINGERPRINT 
CHARACTERISTIC DATA 




i 


PRESERVE CONVER 
FINGERPRINT CHA 
DATA 


TED 

RACTER 1 ST 1 C 



-S71 



PREDETERMINED NUMBER 
CONVERTED ? 

YES 



S72 



-S73 



-S74 




( END ) 



FIG. 25 



31 



33A 



□ 

m 
w 

ffi 
□ 
ru 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 

312 



VERIFICATION MODE VERSION 
ATTACHING SECTION 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



32 



FINGERPRINT CHARACTERISTIC 
DATA REGISTERING SECTION 



o 

1:0 

m 
a 
a 



FIG. 26 



FINGERPRINT INPUTTING SECTION 


\ 


/ 



FINGERPRINT IMAGE INPUT 
CONTROL SECTION 



31A 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



VERIFICATION MODE VERSION 
ATTACHING SECTION 



312 



32 



FINGERPRINT CHARACTER 


STIC 


DATA REGISTERING SECT 


ON 






33A 




f 





FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



REGISTRATION DATA 
VERIFICATION MODE VERSION 
RETRIEVING SECTION 



FIG. 27 



( START ) 



\ 


f 


MAKE INQUIRY ABOUT VERIFICATION MODE VERSION OF 
REGISTRATION FINGERPRINT CHARACTERISTIC DATA 


\ 


f 


RECEIVE VERIFICATION MODE VERSION OF 
REGISTRATION FINGERPRINT CHARACTERISTIC DATA 


\ 


f 


INPUT FINGERPRINT IMAGE FOR VERIFICATION | 




* 


ACQUIRE IMAGE INFORMATION | 


\ 


i 


EXTRACT FINGERPRINT CHARACTERISTIC DATA FOR 
VERIFICATION UNDER SAME CONDITION AS 
VERIFICATION MODE VERSION AT REGISTRATION 




( 


VERIFY FINGERPRINT CHARACTERISTIC DATA ON 
PREDETERMINED VERIFICATION MODE VERSION 




1 y 



MATCHING RATE HIGHER THAN OR 
EQUAL TO PREDETERMINED VALUE ? 



YES 



REGISTERED DATA OLDER THAN PREDETERMINED 
VERIFICATION MODE VERSION ? 

_ 



S81 



S82 



V 



S83 



S84 



S85 



S86 




( END ) 



RE-EXTRACT FINGERPRINT CHARACTERISTIC DATA UNDER 
NEW VERIFICATION MODE VERSION CONDITION 


\ 




REPLACE REGISTERED FINGE 
DATA WITH RE-EXTRACTED D 


RPR INT CHARACTERISTIC 
ATA AND PRESERVE IT 



( END ~) 
S89 

S90 



( END ) 



FIG. 28 



FINGERPRINT 


INPUTTING 


SECTION 






FINGERPR 


NT 


IMAGE 


NPUT 



CONTROL SECTION 



31A 



FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 



VERIFICATION MODE VERSION 
ATTACHING SECTION 



FINGERPRINT 
CHARACTERISTIC DATA 
COMMON INFORMATION 
EXTRACTING SECTION 



32 



FINGERPRINT CHARACTERISTIC 
DATA REGISTERING SECTION 



312 



314 



FINGERPRINT 
CHARACTERISTIC DATA 
COMMON INFORMATION 
STORING SECTION 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 




VERIFICATION MODE 
COMMON DATA 
VERIFYING SECTION 



VERIFICATION MODE 
VERSION CORRESPONDENCE 
DECIDING SECTION 



333 



FIG. 29 



( START ) 



INPUT FINGERPRINT IMAGE FOR VERIFICATION \^ 



ACQUIRE IMAGE INFORMATION 



< ( CORRESPONDENT ? 



NO 



VERIFICATION PROCESSING ON COMMON DATA 



MATCHING RATE HIGHER THAN OR 
EQUAL TO PREDETERMINED VALUE ? 





i 


EXTRACT FINGERPRINT CHARACTERISTIC DATA 
FOR VERIFICATION 


\ 


f 


MAKE DECISION ON CORRESPONDENCE WITH 
VERIFICATION MODE VERSION OF REGISTERED 
FINGERPRINT CHARACTERISTIC DATA 




S95 

i (Tyes 



V 



S91 



S92 



S93 



S94 



^S96 

VERIFICATION PROCESS I NG~| 



S97 



] 



( END ) 






YES 

i 


RE-EXTRACT REGISTRATION FINGERPRINT 
CHARACTERISTIC DATA FROM FINGERPRINT IMAGE FOR 
VERIFICATION UNDER NEW VERIFICATION MODE VERSION 
CONDITION 




' — i 


REPLACE REGISTERED FINGE 
DATA WITH RE-EXTRACTED D 


RPR INT CHARACTERISTIC 
ATA AND PRESERVE IT 



( END ) 



S99 



S100 



FIG. 30 



COMMON FINGERPRINT 


DATA AREA DEPENDING ON 


DATA AREA 


VERIFICATION MODE 



w 

m 
a 
ru 

:: 

□ 

m 

m 
a 
a 



CO 



CC 
LU 



LU 
CO 



LU CJ> 
h- LLI 
C_J CO 

CC CD 

■< 

re — 
o cc 

UJ 

CC CD 
Q_ UJ 
CC cc 

LU 

CD -< 
3= I — 
— -< 
LL_ Q 



ro 

CD 

u_ 



TA 








0 










0 


1— 


CO 


CO 


CC 




UJ 


CC 


> 


LU 




1 — 


< LLI O 


O 


1 — Q — 


-< 2: 


O H- 


cc 0 


oso 


•< — 


UJ 


in j— 


2= 2: co 


0 0 


0 0 


UJ 


CD 


I — CO 


1 — 1 — 3ES 


Z21 


-< <C — 


CD 


cc 0 > 


CC Z 


l LU 


Q_ 


CO LL 


cc >- 


cc 


UJ u_ 


CD CC I— 


CD 


UJ LU UJ 


3= CC 


ct: > ce: 


— UJ 




LL. >■ 











0 




*— 




CJ> 




LU 




OO 




s: 




0 






£ 










-< 








2= 




ZD 












O 




CJ 



CD 
LO 



CNJ 



CO 



2S 








0 








I— 




1— 




<-> 




ZD 




LU 




Q_ 




CO 








CD 








2T 




LU 








CD 




H— 








h- 




=s 0 




ZD 














> 


CL. 


— s> 


V— 








1— CJ> 








zc UJ 








CO 




J— 




cc 




2: 




0 — I 








cc 0 




CC 




UJ cc 




a. 




CD h- 




cc 








UJ 




— 0 




CD 




LL. CJ) 




FIN 









HZ CO 



■1 



CO 
CC 



cc — 
-< t— 

ZC CJ) 
O UJ 

00 

I— 

2: CD 

CC — 
Q_ I— 

cc o 

LU «C 
CD CC 
2= I — 
— X 
LL_ LU 



UJ ZZL 
Q O 



CJ> 

uj 
o co 

CD 

<c 2= 
cjj — 

— rc 

LU CJ> 

— -< 

CC 

LU I— 

>■ ■< 



UJ 

00 



o 



CJ> 



FIG. 32 



( START ) 



\ 


/ 


INQUIRY ABOUT VERIFICATION 
MODE VERSION OF REGISTRATION 
FINGERPRINT CHARACTERISTIC 
DATA BY CLIENT 




1 


RECEIVE VERIFICATION MODE 
VERSION OF REGISTRATION 
FINGERPRINT CHARACTERISTIC 
DATA FROM SERVER 


\ 


I 


INPUT FINGERPRINT IMAGE FOR 
VERIFICATION 




i 


ACQUIRE IMAGE INFORMATION 




i 


EXTRACT FINGERPRINT 
CHARACTERISTIC DATA FOR 
VERIFICATION ON SAME CONDITION 
AS VERIFICATION MODE VERSION 
AT REGISTRATION 


\ 




TRANSMIT FINGER 
CHARACTERISTIC 
VERIFICATION TO 


PRINT 
DATA FOR 
SERVER 






VERIFY FINGERPRINT 
CHARACTERISTIC DATA 


\ 





S61 



S62 



S63 



■S64 



-S65 



-S66 



■S67 



( END ) 



FIG. 33 



( START ) 



INQUIRY ABOUT RESOLUTION 
INFORMATION OF REGISTRATION 
FINGERPRINT CHARACTERISTIC 
DATA BY CLIENT 



-SG11 



RECEIVE RESOLUTION INFORMATION 
OF REGISTRATION FINGERPRINT 
CHARACTERISTIC DATA FROM 
SERVER 



-S621 



INPUT FINGERPRINT 
VERIFICATION 



IMAGE FOR 



ACQUIRE IMAGE RESOLUTION 
INFORMATION 



EXTRACT FINGERPRINT 
CHARACTERISTIC DATA FOR 
VERIFICATION ON SAME CONDITION 
AS RESOLUTION INFORMATION 
AT REGISTRATION 



S631 



S641 



S651 



TRANSMIT FINGERPRINT 
CHARACTERISTIC DATA FOR 
VERIFICATION TO SERVER 



S661 



VERIFY FINGERPRINT 
CHARACTERISTIC DATA 



-S671 



( END ) 



F I G. 34 

RELATED ART 



120 



122 


FINGERPRINT 1 
SECTION 


NPUTTING 




123 


\ 




FINGERPRINT IMAGE INPUT 
CONTROL SECTION 




124 






FINGERPRINT CHARACTERISTIC 
DATA EXTRACTING SECTION 




126 







128 



ID NUMBER 
SECTION 



I NPUTT I NG 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



LU 



125 



FINGERPRINT CHARACTERISTIC 
DATA REGISTRATION SECTION 



127 



FINGERPRINT VERIFICATION 
RESULT OUTPUTTING SECTION 



110 



ELECTRIC LOCK 


CONTROL 


SECTION 




1 




r 


DOOR 



100 



FIG. 35 

RELATED ART 



142 



140 



FINGERPRINT INPUTTING 
SECTION 




143 


FINGERPRINT IMAGE INPUT 
CONTROL SECTION 




144 


FINGERPRINT CHARACTERISTIC 
" DATA EXTRACTING SECTION 




145 

- 


FINGERPRINT C 
DATA REGISTRY 


IHARACTER 1 ST I C 
J ION SECTION 



146 



FINGERPRINT CHARACTERISTIC 
DATA VERIFYING SECTION 



147 



FINGERPRINT VERIFICATION 
RESULT OUTPUTTING SECTION 



148 



I/O CONTROL SECTION 



O 



uu 

GO 



CD 



CD 



141 



130 



PERSONAL 
COMPUTER 



PTCVSB/106 (6-96) 
Approved for use trvoughw3GA?6. OM8 0051-0032 
Patent and TndmMk Offioe; U.S. DEPARTMENT OF COMMERCE 
UnoVthefN^srworkHsducttanAg^ v»d QMS eeotrol numby . 



Declaration and Power of Attorney For Patent Application 




Japanese Language Declaration 








As a beiow narr.-d inventor, 1 hereby decla* *hat: 


h -ri-i- 


My residence, post office Address end dtizenship are as stated 
next to my name. 


T«tf3*#|i««WK:WLri»4t«HKJEIft$ix, #IMe* 


1 believe 1 am the original, first and sole inventor (if onry one name 
is listed below) or an original, first and joint inventor (if plural 
name* are listed below) of the subject matter which is claimed and 
for which a patent la sought on the invention entitled 

PERSONAL AUTHENTICATION SYSTEM 
USING BIOMETRICS INFORMATION 




the specification of which is attached hereto unless the following 
box Is checked: 




□ was filed on 

as United State* Application Number or 
PCT International Application Number 

and was amended on 
tif aoofccabiek 




1 hereby state that t have reviewed and understand the contents of 
the above identified specification, including the claims, as 
amended by any arnendment referred to above. 


tin. ii*«awi£**3 7«m*56 mizitmzHzt 


i acknowledge the duty to disclose information which Is material to 
patentabiity as defined in Title 37, Code of Federal Regulations, 
Section iJU. 



Pt*« i «f 3 

Burden Hour Statement: This form » estimated to take 0.4 hour* to complete. Time will vsry defending ur**» the aeeds of the Individual case. Any comments oe the 
amount of lime you sre required to complete this form ihould he sent to the Chief Information Officer. Patent «od Trademark OfRce, Washington, DC 20231. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO. Ovnmissinner «f Petents and Trademarks. Washington. DC 20231. 



^ PTO/SB/106 (C-OQ) 

Approval far um through 9/30/W. OMB 0861-0032 
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Urnta the Paperwork Reductton Act oM99S. riopersortt ail r*o^^ vald.OMB control number. 



Japanese Language Declaration 
(B*»S*t») 



&li. *N«c**3 5*1 1 9*(a)-{d) J»Xtt3 6 5* 

(b) JSicaE*Tffi*>, * w£i*<a»o4>fe< £ *>-*w*m 

#LTi*afrWS;/>**3 3 6 5 <&m&&, X 

Tic, ftrt«r^-^ + Sci:-C, *rLTvx*i\ 

Patent Application 
Prior Foreign Appllcatlon(s) 

No. HEI 11-260224 



Japan 



(Number) 



(Country) 



I hereby claim foreign priority under Title 36, United States Code, 
Section 11S (aHd| or 3SS<b) of any foreign appticatton(s) for p*t«m< 
or inventor** certificate, or 3«S(a> of any PCT Inter national 
application which designated at least one country other than the 
United States, listed below and have also identified below, by 
checking the box, any foreign application for patent or inventor's 
certificate, or PCT international application having a filing date 
before that of the application on which priority is claimed. 

Priority Not Claimed 

14/9/1999 

(Oay/Month/Year Filed) ° 



(Number) 



(Country) 



sWirYrH JHtt^^acit * *ifc ttfii * c r »C±«V * ft L * +. 



(Day/Month/Year Filed) 

(nm*«) ° 

I hereby claim the benefR under Title 3*. United States Code, 
Section 119<e| of any United States provisional application**) Hated 
below. 



(Application No.) 
(ttte*#*> 



(Filing Date) 
(W«B) 



&i±, TSE»*B&A»3 5101 2 0*fc£v>TTfc<O* 
«^J^3 6 5 ^(c)tcX-r , <«^J<rr^^±*Lii-* * 

Tw*Bw*Kx*$*tfc. mn^Lwmmms 7401*5 6 # 



(Application No.) 



(Application No.) 



(Filing Date) 
(Filing Date) 



(Application No.) 



(Filing Date) 
(MBS) 



I hereby c4aim the benefit under Tide 3*\ United States Code, 
Section 120 of any United State* application^), orMI(c) of any 
PCT International appfrcation designating the United States, listed 
below and, insofar as the subject matter of each of the claims of 
this application is not disclosed in the prior United States or PCT 
international appkcation in the manner provided by the first 
paragraph of Title 36, United SUtes Code Section 112, I 
acknowledge the duty to disclose information which is material to 
paterrtaoitfty as defined In Title 37, Code of Federal Regulations, 
Section 1_M which became available between the filing date of the 
prior application and the national or PCT International fling date of 
application, 

(Status: Patented, Pending, Abandoned) 

<«k : **wmm* « **. ft**) 

(Status: Patented, Pending, Abandoned) 



fi\t. f&ftJr«toatrCa1i1H^T*lW«*Tft36«fT4 5« 
1 8f0*El 0 0 1*(C£T*, HfeSfcttfMk fcLOM: 



I hereby declare that ait statements made herein of my own 
knowledge are true and that at statements made on information 
and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false 
statements and the Ike so made are punishable by fine or 
imprisonrmnt. or both, under Section 1601 of TWe 1 1 of the 
United States Code and that such wilful false statements may 
jeopardize the validity of the application or any patent issued 
thereon. 



P*g* 2 of 3 



FC.454.990242b-Ub 



Under the Paperwof* Reduction Act of 1006. no pnom are required to reopond 



PT<VSBrt06(e^«) 
Approved far um through MOW, OMBOfiSI-0032 
Patent and Tmektmrtt Office US, DEPARTMENT OF COMMERCE 
to«coi»<^flrin<onn«tounl»»«tatpky«« wlid OMB control number. 



Japanese Language Declaration 
(0#MM) 



POWER OF ATTORNEY: Ac i oamed inventor, I hereby appoint 
fh« fottowino; attomey(s) and/or agents) to prosecute this 
application and transact atf business In the Patent and Trademark 
Office connected ther«wfth (3f*t rra/ne »nd r*gbtr*tfon number) 



*{fct*: attract**** tr. *m*KMi-*-<w<0 

James D Halsey. Jr , 22.729; Harry JohnStaas. 22,010, David M. Pitcher, 25 ,908 : John C. Garvcy, 28.607; J Randall Beckers. 

30.358. William F Herbert, 31,024; Richard A Gollhofer. 31.106, Mark J Henry. 36. 162: Gene M. Gamer II. 34,172, Michael D 

Stein. 37.240; Paul L Kravetz. 35.230. GeraM P Joyce, III. 37.648. Todd E. Marlette. 35.269; Harlan B Williams, Jr . 34.756; 
George N Stevens. 36.938. Michael C Soldncr, 4 1,455, Norman L. Ourada, 41.235; Kevin R Spivak. P -43. 148, and William M. 
Scherrfer, 35.348 (agent) 

S£2Sz&f T t5fc Send Correspondence to: 

ST A AS Sc HALSEY 
700 Eleventh Street. N.W 
Suite 500 

Washington, D.C 20001 



Dtrect Telephone Calk to: (ntm* snd tikphon* number) 

STAAS & HALSEY 
{202)434-1500 



Fui name of sole or first inventor 

Takashi SHINZAKI 



Bffr 



Date 

August 1, 20Qp 



Residence 

Kawasaki , Japan 



D3ff 



Citizenship 

Japanese 



Post Office Address 

c/o FUJITSU LIMITED, 1-1, Kamikodanaka 



4-chome, Nakahara-ku, Kawasaki-shi , 
Kanagawa 211-8588 Japan 



Fui neme of second Joint Inventor, if any 

Yusaku FUJII 



ft* 



inventoff 




Oete 

August 1, 200C 



Kawasaki , Japan 



II If 



Crtizenship 

Japanese 



Post Office Address 

c/o FUJITSU LIMITED, 



1-1, Kamikodanaka 



4-chome, Nakahara-ku, Kawasaki-shi, 
Kanagawa 211-8588 Japan 



(Supply similar information and signature for third and subsequent 
joint inventors,) 



Pay* 3 of 3 



